PUBLIC UTILITY DISTRICT NO. 1 OF SKAGIT COUNTY
BOARD OF COMMISSIONERS

AGENDA
MAY 14, 2024
4:30 PM

The public is invited to attend in person or via Zoom.

Join the meeting via Zoom: https://skagitpud.zoom.us/j/82082590753?
pwd=ZkUrVGE4T2xXK3NUV1ZRK2pxUDIxdz09

Meeting ID: 820 8259 0753
Passcode: 009457
Or dial: 1-253-215-8782

Please turn your audio and video off during the meeting. Use the "Raise Hand" feature if you would like to speak during
Audience Comments.

If you have a question or comment for the Board, please submit it by 5 p.m. the Monday prior to the meeting by calling
(360) 848-4460 or send an email to pud@skagitpud.org

PLEDGE OF ALLEGIANCE

CONSENT AGENDA
1. Approval of Agenda 5/14/24
2. Approval of Minutes 4/23/24 Regular Meeting
3. Ratification of Voucher 4/30/24
4. Voucher Approval 5/7/24

AUDIENCE COMMENTS

OLD BUSINESS
5. General Manager's Report
6. Safety Department Update
7. Mount Vernon High School Energy Recovery Demonstration Project - Discussion

NEW BUSINESS
8. Service Line Inventory Services - Action
9. Public Records Act Resolution, Policy, and AP&P - Discussion
10. Information Technology (IT) Policy Adoption - Discussion
11. Task Order #1 Modification #6 to the Agreement Between the PUD and Driftmier
Architects - Action
12. Request for Additional Water Treatment Plant (WTP) Operator Position - Action

INFORMATION
13. Revisions to AP&P #2047 Fitness for Duty, and #2048 District Pandemic Response
14. Monthly Budget Status - March
15. Judy Reservoir Data Report

COMMISSIONER COMMENTS

ADJOURNMENT


mailto:pud@skagitpud.org
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/8e21117d6cf00d022b18036b461252830.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/e1cd2c42dd93e9a9e9a991b94e8eed440.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/b83d5121522a9ba60b382df15911583e0.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/368f194a8b13b01923ab8f571b927e070.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/f786af595e162aa3bf7ceb1b17fc25590.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/a27d6a7b096aa3328c5b7c65c2bd251d0.pdf
https://d2kbkoa27fdvtw.cloudfront.net/skagitpud/e34e40a1ee1f6b347e5d944d428c46ac0.pdf

MINUTES OF THE REGULAR MEETING OF THE COMMISSION
PUBLIC UTILITY DISTRICT NO. 1 OF SKAGIT COUNTY, WASHINGTON

April 23, 2024

The regular meeting of the Commission of Public Utility District No. 1 was held in the Aqua
Room of the utility located at 1415 Freeway Drive, Mount Vernon, Washington.

The meeting was called to order at 4:30 p.m. Commissioners Joe Lindquist, president; Andrew
Miller, vice president; and Corrin Hamburg, secretary, were in attendance.

In attendance were George Sidhu, Shannon Patifio, Nick Semrau, Mike Fox, Ryan Anderson, Jay
Sedivy, Pete Gilbert, Brian Henshaw, Sharon Mataya, Kevin Tate, Alistair Boudreaux, Mark
Handzlik, Sara Young, Joe Poire, Mark Semrau, Bill Trueman

Participating remotely: Courtney Shilling
Commissioner Lindquist led the Pledge of Allegiance.

CONSENT AGENDA
Commissioner Miller moved to approve the Consent Agenda for April 23, 2024, as presented.
1. Approval of Agenda 4/23/24
2. Approval of Minutes 4/9/24 Regular Meeting
3. Ratification of Voucher 4/16/2024 No. 3131 ($620.476.33)
Accounts Payable Voucher No. 28953 - 29016 ($454,298.80)
Electronic Funds Transfer ($166,177.53)
4. Voucher Approval 4/23/24 No. 3132 ($623.567.91)
Accounts Payable Voucher No. 29017 - 29064 ($112,765.89)
Electronic Funds Transfer ($268,068.53)
Payroll Electronic Funds Transfers No. 043828 — 043913 ($242,733.49)

The motion passed unanimously.

SKAGITNET FINANCIALS

Port of Skagit Executive Director Sara Young presented the SkagitNet Financials and gave an
overview of the budget versus actual profit and losses and year-end financials highlighting the
total assets, liabilities, and equity.

SkagitNet Business Development Joe Poire provided an update on the Broadband Equity,
Access, and Deployment (BEAD) program and a timeline for applying for the grant.

A brief discussion ensued.

1ST QUARTER FINANCIALS

Finance Manager Henshaw presented the first quarter financials and gave an overview of district
funds of $38.4 million, Local Government Investment Pool (LGIP) and 2-year treasury rates,
consumption comparison (CF), revenue comparison, revenues of $7.6 million, operating

expenses of $4.6 million, capital contributions of $959,000, cash flow summary, capital year-to-
date of $4.4 million.

AUDIENCE COMMENTS
None

OLD BUSINESS
5. Manager’s Report: General Manager Sidhu provided an update on the following:
e Manager Sidhu attended the Washington PUD Association (WPUDA) annual
conference that was held in Skamania from April 17 — 19. During the conference,
WPUDA staff announced that they are looking to hire a new contract lobbyist and a
policy person, former Executive Director George Caan announced that they are
officially stepping down, and a new executive board was elected. Manager Sidhu also
gave an update on the PFAS exemption bill and a bill to permanently fund the Low-
Income Household Water Assistance Program (LIHWAP).
e Several PUD staff members attended the Washington Association Sewer & Water
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Districts (WASWD) spring conference in Tulalip from April 16-18.

e PUD staff will attend the American Water Works Association (AWWA) Pacific
Northwest Section (PNWS) conference in Spokane from May 1 to 3.

e The water rights transfer applications that were submitted to the Department of
Ecology (DOE) are in the public comments period. If everything goes well, the
transfers will be approved and executed by the end of May.

e The statewide drought was extended through next year.

e School tours are happening this week at Judy Reservoir. As part of AWWA Water
Week, the PUD will have a community tour on May 9, and the tour slots filled up
within an hour of the announcement.

e Manager Sidhu will be presenting a PUD update at the Mount Vernon City Council
meeting on Wednesday, April 24.

6. Operations Department Update: Operations Manager Fox gave an Operations Department
update on:

e Water Treatment Plant operations, including Judy Reservoir water level, issues with
pumps, and interties at the Port.

e Water Quality/Lab operations, including the rising reservoir temperature and free
PFAS testing from the Department of Health for remote systems.

e Maintenance operations, including tie-ins completed, a small land clearing project at
WTP, and hydrant maintenance.

e Meter department update regarding the replacement of failing endpoints on the
Badger meter registrations.

e Completed Operations projects in 2023, including the Gilligan automation project,
pump re-initialization at Skagit River Diversion (SRD), and transformer replacement
project.

e The arrival of new fleet and fleet operations.

Commissioner Hamburg inquired about the Potlatch RO. project. A brief discussion
ensued.

7. Water Policy Manual Discussion: As requested by the commission, Finance Manager
Henshaw presented information from the December 2021 discussion to inform tonight’s
discussion regarding the leak adjustment policy. The information presented was used to draft
the existing leak adjustment policy and included an overview of PUD prevention tools, best
practices, high consumption events, the number of leak adjustments from 2020 through 2023,
and hardship options for relief. Manager Henshaw also mentioned the city of Anacortes and
Bellingham’s leak adjustment policies for comparison.

A discussion about establishing criteria for the addition of a hardship option ensued.

NEW BUSINESS
None.

INFORMATION
7. Judy Reservoir Data Report
8. Recent News Articles

COMMISSIONER COMMENTS
Commissioner Hamburg mentioned that she received a lot of positive feedback about the PUD
being at the Mount Vernon High School Science Night.

EXECUTIVE SESSION

At 6:05 p.m., Commissioner Lindquist recessed the regular meeting to consider the sale of
property pursuant to RCW 42.30.110(1)(c) for approximately 30-40 minutes, reconvening at
6:45 p.m.

The executive session ended at 6:45 p.m.
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ADJOURNMENT
Having no further business to come before the board, Commissioner Lindquist moved for
adjournment. The motion passed, and the April 23, 2024, meeting adjourned at 6:45 p.m.

ATTEST

Joe Lindquist, President

Corrin Hamburg, Secretary Andrew Miller, Vice President
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Skaﬁ AGENDA ITEM #7.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: George Sidhu, P.E., General Manager
FROM: Mark Handzlik, P.E., Engineering Manager

SUBJECT: Mount Vernon High School Energy Recovery Demonstration Project - Discussion

Requested Action:
Information only.

Background:

Skagit PUD has received 100% grant funding to install an Energy Recovery Unit (ERU) Demonstration
project at the Ninth and Highland tank site, where 56 kW of power could be recovered from the excess
pressure in the existing water supply line. Skagit PUD does not have a need for this amount of power
on-site and is considering an arrangement to allow the excess net metering credit to go to the adjacent
Mount Vernon High School, which has a sufficient demand to consume the balance of the energy.

Skagit PUD and Mount Vernon School District have now established a final scope for the project and
the roles and responsibilities of each party. Under the current framework, the PUD will design, build,
and maintain the ERU and two electrical vehicle charging stations on it's property. The Mount Vernon
School District will take responsibility for and place its name on the two electrical meters serving

the PUD's property at 9th and Highland. These two services and the net meter will be included in the
Mount Vernon High School suite of meters. Any consumptive energy recovered over and above that
consumed by the PUD will offset consumption at Mount Vernon High School.

To complete the launch of this project and move off project initiation, some administrative actions need
completion and approval by the commission. These include approving the inter-local agreement with
the school district (final attached), authorizing the general manager to accept a Washington State
Department of Commerce grant of $598,800, and a Trans Alta Coal Transition grant in the amount of
$240,000 (draft/sample agreements attached), and authorizing the general manager to enter into a
contract with InPipe Energy (draft agreement attached) for the supply and installation of the ERU. The
selection of the contractor is based on the attached sole source purchasing form (final draft attached).

The final, signature-ready, drafts of these documents will be brought before the commission at the
regular meeting on May 28, 2024, where final authorizations will be sought.

Fiscal Impact:

The $950,000 to fund the design and construction of this project will come from $598,800 in Clean
Energy grant funds, $240,000 in Trans Alta Coal Transition grant funds, and the remaining $111,200
will come from IRS credits or additional grants.

Enclosures: 1. Interlocal Final
2. Commerce Contract Template


https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2609898/24-5-08_School_Interlocal_Final.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2609899/Commerce_Contract_Template.pdf

3. Trans Alta Skagit PUD - Grant Agreement
4. PUD INPIPE ENERGY Draft Contract
5. In Pipe Sole Source


https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2609900/Trans_Alta_Skagit_PUD_-_Grant_Agreement_.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2609901/PUD__INPIPE_ENERGY_Draft_Contract.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2609903/In_pipe_Sole_Source.pdf

INTERLOCAL AGREEMENT

BETWEEN
MOUNT VERNON SCHOOL DISTRICT (“District”)
AND
PUBLIC UTILITY DISTRICT NO.1 OF SKAGIT COUNTY (“Skagit PUD”)

FOR
PROVISIONS
ASSOCIATED WITH MOUNT VERNON HIGH SCHOOL HYDROELECTRIC
ENERGY RECOVERY PROJECT

THIS INTERLOCAL AGREEMENT (the “Agreement”) is made this 28" day of May, 2024,
between Mount Vernon School District, a political subdivision of the State of Washington (hereinafter
“District”), and Public Utility District No.1 of Skagit County, a Washington municipal corporation
(hereinafter “Skagit PUD”). Skagit PUD and District are jointly referred to herein as (the “Parties”) and
individually as (“Party”).

WHEREAS, the Skagit PUD’s core values include Environmental Stewardship — “We act to
preserve our region’s natural resources”; and

WHEREAS, Skagit PUD and the District are both public government entities; and

WHEREAS, it is in the public interest for the Parties to work in a cooperative manner; and

WHEREAS, Skagit PUD is authorized to engage in the provision of supplying, operating, and
maintaining water distributions systems; and

WHEREAS, Skagit PUD owns and operates mechanical pressure reducing valves at its properties
P26762, P26768, P26801, P26804, P26767 and more commonly known as 9™ and Highland to lower the
pressure from hydraulic grade line (HGL) 459 to 219; and

WHEREAS, Skagit PUD plan to replace the existing mechanical pressure reducing valve with an
InPipe energy recovery system, which is able to reduce the pressure in the waterline and provide the same
utility as a mechanical PRV while generating electricity; and

WHEREAS, the Skagit PUD electrical services at the point of generation only consume a fraction
of the electricity generated; and

WHEREAS, any additional electricity generated on site and not consumed is waste; and

WHEREAS, the energy recovered at the Skagit PUD water system site is adjacent to the Mount
Vernon High School where the electrical demand will exceed the amount of electricity generated; and

WHEREAS, Puget Sound Energy identifies customers of meters and not owners of the property

the meters serve; and
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WHEREAS, Transferring the existing meter ownership from Skagit PUD to the District is
agreeable to Puget Sound Energy; and

WHEREAS, The energy otherwise wasted at the 9th and Highland Site meter can be used to offset
consumption on an existing meter on the adjacent school campus; and

WHEREAS, Since the District is the customer for two meters on adjacent properties, both meters,
can aggregate the net metering benefit; and

WHEREAS, The Skagit PUD will operate the InPipe energy recovery unit and the excess power
will be sent through the meters located at and serving Skagit PUD facilities at 9" and Highland to PSE for
the benefit of the District; and

WHEREAS, The District would be responsible for payment (credit) of Skagit PUD’s net
consumption through the meter serving Skagit PUD’s facilities at 9" and Highland and electrical vehicle
charging stations available for use by the District, District staff, or District students as authorized by
District; and

WHEREAS, Having the meter located at the 9th and Highland site under the District’s ownership
reduces construction costs for routing power from the InPipe energy recovery unit to the school; and

WHEREAS, the Skagit PUD has secured full funding for the Mount Vernon High School Energy
Recovery Demonstration Project, as further defined in Section 1 herein, from state and federal sources that
is separate from any rates collected by the Skagit PUD; and

WHEREAS, Skagit PUD and the District desire to enter into this Agreement under the terms and
conditions of Chapter 39.34 RCW (entitled the Interlocal Cooperation Act);

NOW, THEREFORE, in consideration of the mutual covenants contained herein, Skagit PUD
and District agree as follows:

1.0 PURPOSE.

The above recitals are incorporated herein by reference. The purpose of this Agreement is to
establish a relationship between the Parties where they can combine, share, and use their respective skills
and assets, thereby efficiently consuming waste energy harvested by the InPipe energy recovery unit within
the Skagit PUD water distribution system, all as described more fully in the Whereas clauses. The Inpipe
energy recovery system is located at the Skagit PUD’s 9" and Highland Tank site adjacent to the Mount
Vernon School High School and is referred to as the “Project”. The cooperative efforts enabled by this
Agreement are intended to promote new technologies, recover energy that is otherwise wasted and to reduce
the operating cost of electric system operations for the District. The activities enabled by the provisions of
this Agreement are in the public interest.

2.0 DECISIONS.

Other than termination of this Agreement according to Section 5.0, all decisions under this
Agreement related to the Project and that are not otherwise expressly addressed herein shall be by consensus
of the Parties, subject to the financial, technical, and legal perspectives of both Parties. In the event that
the Parties are unable to agree upon a means of undertaking any proposed action not otherwise expressly
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addressed herein, then either Party shall have the unilateral right to reject such means, without contributing
additional time or other resources to the further negotiation thereof. Failure to agree on such decisions shall
not be subject to the arbitration provisions in Section 10.7.

3.0 GENERAL SCOPE OF PROJECT.

Skagit PUD will be the lead on the project managing design, construction, and obtaining all funding
for the Project separate from rates, levies, or city taxes. The District’s part may include, but not be limited
to, the following: From time to time during the term of this Agreement, the District may provide qualified
staff to Skagit PUD for assistance with matters related to the school’s electric power supply management
and the transmission, distribution, and/or use of such power procured.

Engineering Services: Electric system design, plans review, equipment specifications, and
operations for the Mount Vernon High School Energy Recovery Demonstration Project will be
provided by Skagit PUD and compensated by grants secured by Skagit PUD.

Construction Management Services: Preparation of bid documents and contractor selection;
supervision of contractors, sub-contractors, etc. for the Project will be provided by Skagit PUD.

Operation & Maintenance Services:

e Operation and maintenance of the micro-hydroelectric unit will be provided by the Skagit
PUD. The Skagit PUD is under no obligation to guarantee efficient operation of the
energy recovery unit as expected but will work diligently to ensure it is operating at its
full potential and will be responsive to District requests related to necessary operation
and maintenance.

e As many as two electric vehicle charging stations will be placed on Skagit PUD property
with direct access from the Mount Vernon High School parking lot for use by authorized
District employees, staff, and students. Ownership and management of the system and its
access program will be vested in the Skagit PUD. Electrical consumption will be against
any net metering.

Power & Transmission Contracts: The District will be the customer of Puget Sound Energy and
will be receiving the net metering benefit for the recovered power. The District will be
responsible for maintaining an account with Puget Sound Energy for the meters located at the 9"
and Highland tank site. Skagit PUD will assist the District in applying for the net metering
account associated with the 9" and Highland meters.

Miscellaneous Services: Other services related to the purposes of this Agreement, as agreed to by
the Parties.

As the need arises, either Party may propose tasks to be accomplished relative to the overall
purposes for which this Agreement has been executed.

4.0 COMPENSATION FOR SERVICES.
Design and construction of the project is funded by third parties through grants secured by Skagit

PUD. Skagit PUD will ensure full funding of the Project. Reimbursement between parties for the design
and construction is not anticipated.
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Skagit PUD will not be invoiced for its electrical consumption used at its property at 9" and
Highland, Mount Vernon, WA, and the District will receive the balance of the power that would
otherwise be wasted by Skagit PUD. This will be achieved by having the District take responsibility for
the Skagit PUD meters at 9" and Highland. This arrangement meets current net metering rules that allow
for only one net meter on the site where electricity is generated back into the electrical grid and allows the
community a beneficial use of the electricity that would otherwise be wasted.

Any significant maintenance cost required to keep the ERU or electrical vehicle charging stations
operational may be invoiced to the District, including costs to maintain or upgrade electrical vehicle
charging station software and hardware. Significant costs are those efforts requiring more than $1,000 in
parts, or more than $2,000 in contracted services. Skagit PUD will not undertake any such repairs for
which invoicing the District is required unless authorized by District, or they address an urgent safety or
vulnerability.

5.0 TERM.

This Agreement shall commence as of the date of this Agreement (i.e. the 28th day of May, 2024),
and shall continue until the 1st_day of the month of January, year, 2044, unless either Party terminates this
Agreement by providing written notice to the other Party, not less than one hundred eighty (180) days prior
to the date such party desires the termination or modification to the Agreement to become effective. Either
Party may require that the terms and conditions of this Agreement be re-negotiated by providing written
notice to the other Party, not less than sixty (60) days prior to the date such party desires the modification
to the Agreement to become effective. A notice of re-negotiation shall not be a notice of termination.
However, nothing prevents either Party from delivering both a notice of re-negotiation and a notice of
termination.

If the Agreement is terminated in accordance with the provisions of this section 5, then the Parties
agree to negotiate in good faith to unwind the obligations entered into under this Agreement. If the Parties
cannot agree to a resolution of the obligations entered into within ninety days of the termination date of this
Agreement, then the Parties agree to submit to binding arbitration, as set forth in Section 10.7 below.

6.0 CONTACT PERSONS.

The following persons, referred to as Contact Person(s), are responsible for the administration of
this Agreement for each Party and have the authority to execute Task Orders on behalf of their Party under
this Agreement:

For Mount Vernon School District : Attn: Superintendent
For Skagit PUD: George Sidhu, General Manager

or such other persons as may be specified from time to time in writing by either Party.

7.0 RELATIONSHIPS OF THE PARTIES.

7.1 The Parties agree that they are each an independent contractor operating pursuant to the terms and
conditions of this Agreement. No agent, employee, or representative of a Party shall be deemed to be an
employee of any other Party for any purpose. Each Party shall be solely and entirely responsible as an
independent contractor for the acts of its beneficiaries, agents, and employees, pursuant to the terms of this
Agreement.
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7.2 Release by Skagit PUD

To the extent permitted by law, Skagit PUD hereby releases District, its successors and assigns,
directors, officers, employees, agents, and representatives of District (each a “District Beneficiary”) from
any and all claims, losses, injuries, harm, liabilities, damages, costs, charges and expenses including all
reasonable and necessary attorney’s fees incurred in connection with Skagit PUD and it’s employees’
performance under this Agreement.

7.3 Release by Mount Vernon School District of Skagit

To the extent permitted by law, Mount Vernon School District hereby releases Skagit PUD, its
successors and assigns, Commissioners, officers, employees, agents, and representatives of Skagit PUD
(each a “Skagit PUD Beneficiary”) from any and all claims, losses, injuries, harm, liabilities, damages,
costs, charges and expenses including all reasonable and necessary attorney’s fees incurred in connection
with District and its’ employees’ performance under this Agreement.

8.0 INDEMNIFICATION.

Each Party, as an indemnitor, agrees to protect, defend, hold harmless, and indemnify each other
Party from and against all claims, suits, and actions arising from the intentional or negligent acts or
omissions of such indemnitor, its agents, or employees in the performance of this Agreement.

9.0 EXTENT OF AGREEMENT AND MODIFICATIONS.

This Agreement, together with any exhibits and addendums, as may be added upon approval of the
Parties, contains all of the terms and conditions agreed upon by the Parties. The Parties agree that there are
no understandings, oral or otherwise, modifying or adding to this Agreement. No amendments, changes,
or modification of this Agreement shall be valid or binding upon either Party unless such amendment,
change, or modification be in writing and executed by both Parties.

10.0 MISCELLANEOUS PROVISIONS.

10.1  No waiver. The failure of either Party to insist upon or enforce strict performance by the other
Party of any provision of this Agreement or to exercise any right under this Agreement shall not be
construed as a waiver or relinquishment to any extent of such Party’s right to assert or rely upon
any such provision or right in that or any other instance; rather, the same shall be and remain in full
force and effect.

10.2  Applicable Law. This Agreement shall be interpreted, construed, and enforced in accordance with
the laws of the State of Washington, except to the extent such laws may be preempted by the laws
of the United States of America.

10.3  Venue. The venue of any litigation arising out of this Agreement shall be in Skagit County, State
of Washington, or such other place as both Parties may agree to in writing.
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10.4

10.5

10.6

10.7

10.8

10.9

Standards. The Parties and the Parties’ employees and agents will adhere to applicable professional
and ethical standards and will perform all work in a manner consistent with generally accepted skill
and care and prudent utility practice for the type of work undertaken.

Neutral Authorship. Each of the provisions of this Agreement has been reviewed and negotiated,
and represents the combined work product of the Parties. No presumption or other rules of
construction, which would interpret the provisions of this Agreement in favor of or against the party
preparing the same, shall be applicable in connection with the construction or interpretation of any
of the provisions of this Agreement

Entire Agreement. This Agreement sets forth the entire Agreement and supersedes any and all
prior Agreements of the Parties with respect to the subject matters hereof.

Arbitration. The Parties mutually agree to work cooperatively to timely resolve any dispute that
may arise between the Parties concerning this Agreement. However, if the Parties cannot mutually
settle a dispute, the dispute or claim shall be submitted to binding arbitration. The Parties agree
that arbitration shall be governed by the rules and procedures outlined in RCW 7.04 et.seq. and that
the Parties will jointly stipulate to an arbitrator. In the event that the Parties are unable to agree to
an arbitrator, the Parties agree that the Presiding Judge of Skagit County Superior Court may
appoint the arbitrator. The prevailing Party as determined by the arbitrator shall be entitled to
reasonable attorneys’ fees and costs.

Governing Law and Venue. The Parties agree that any dispute shall be governed by the laws of the
State of Washington, and any proceeding in law or in equity shall be brought in Skagit County.

Notices. All notices, demands, requests, consents, and approvals which may, or are required to be
given to any party or any other party hereunder, shall be in writing and shall be deemed to have
been duly given if delivered personally, sent by facsimile, sent by a nationally recognized overnight
delivery service, or if deposited in the United States mail and sent by registered or certified mail,
return receipt requested, postage paid to:

Mount Vernon School District :

124 E. Lawrence Street
Mount Vernon, WA 98273

Public Utility District No.1 of Skagit Co:

1415 Freeway Drive
P.O. Box 1436
Mount Vernon, WA 98273-1436

SKAGIT INTERLOCAL AGMT. WITH MOUNT VERNON SCHOOL DISTRICT
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IN WITNESS WHEREOF, the Parties hereto have caused this Agreement to be executed by their
duly authorized representatives all as of the day and year first above written.

MOUNT VERNON SCHOOL DISTRICT

Attest:

PUBLIC UTILITY DISTRICT NO.1 OF SKAGIT COUNTY

Attest:
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Face Sheet

Contract Number: <Insert Number>

<Select Division, Board, or Commission> <Insert Unit or Office>
<Insert Program(s) and/or Project(s)>

1. Contractor

<Insert legal name>
<Insert mailing address>
<Insert physical address>
<Insert location>

2. Contractor Doing Business As (as applicable)
<Insert DBA name>

<Insert DBA mailing address>

<Insert DBA physical address>

<Insert DBA location>

3. Contractor Representative
<Insert name>

<Insert title>

<Insert phone>

<Insert FAX>

<Insert e-mail>

4. COMMERCE Representative

<Insert name>
<Insert title>
<Insert phone>
<Insert email>

PO Box 42525
1011 Plum St. NE
Olympia, WA 98504-2525

5. Contract Amount
<Insert $ Total>

6. Funding Source
Federal: [] State: [ ] Other: [ ] N/A: []

8. End Date
<Insert date>

7. Start Date
<Insert date>

9. Federal Funds (as applicable)

<Insert $ amount>

Federal Agency:
<Insert name>

ALN
<Insert number>

10. Tax ID #
<Insert number>

11. SWV #
<Insert number>

12. UBI #
<Insert number>

13. UEI #
<Insert number>

14. Contract Purpose

<Briefly describe contract purpose>

COMMERCE, defined as the Department of Commerce, and the Contractor, as defined above, acknowledge and accept the
terms of this Contract and Attachments and have executed this Contract on the date below and warrant they are authorized
to bind their respective agencies. The rights and obligations of both parties to this Contract are governed by this Contract
and the following documents incorporated by reference: Contractor Terms and Conditions including Attachment “A” — Scope

of Work, Attachment “B” — Budget, Attachment “C” —Reporting, Attachment “D” - Proviso

FOR CONTRACTOR

<insert name>, <insert title>

Signature

Date

FOR COMMERCE

Michael Furze, Assistant Director, Energy Division

Date

APPROVED AS TO FORM ONLY
BY ASSISTANT ATTORNEY GENERAL
APPROVAL ON FILE
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DECLARATIONS

The Washington State Department of Commerce (Commerce) has been appropriated funds under
Section 1064 of the 2021 Capital Budget (Substitute House Bill 1080) to provide grants to develop

targeted rural clean energy innovation projects.

CLIENT INFORMATION
Legal Name:
Agreement Number:

Award Year:

State Wide Vendor Number:

PROJECT INFORMATION
Project Title:

Project Address:

Project City:

Project State:

Project Zip Code:

GRANT INFORMATION

Grant Amount:
Non-State Match (1:5)

Type of Match Accepted:

Earliest Date for Reimbursement:

Time of Performance:
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Program Specific Terms and Conditions

As identified herein, notwithstanding General & Specific Terms and Conditions SECTIONS, the following
Program Specific Terms and Conditions take precedence over any similarly referenced Special or
General Terms and Conditions:

1.

BILLING AND COMPENSATION FOR PERFORMANCE BASED CONTRACT (Replaces
Special Terms and Conditions #4 Billing Procedures and Payment)

COMMERCE will pay Contractor not more often than monthly upon acceptance of services provided
and receipt of properly completed invoices for completed milestones, which shall be submitted to the
Representative for COMMERCE.

The Contractor shall provide the Representative of COMMERCE a signed electronic Invoice A19 form
that includes the contract number referenced on the declarations page.

The invoices shall describe and document, to COMMERCE's satisfaction, a description of the work
performed and the milestone number(s) achieved.

The Contractor is required to maintain documentation to support invoiced costs and cost share
obligations. The Contractor shall make these documents available to COMMERCE if requested.

COMMERCE will pay Contractor the amounts set forth in Attachment B upon full completion of each
milestone. Upon full completion of each Milestone, Contractor will provide an invoice and any required
supporting documentation to the Representative of COMMERCE. Except as may be agreed by
COMMERCE in its discretion, COMMERCE shall only be obligated to make payments upon
demonstration of completion of all Deliverables within a given Milestone.

However, it is acknowledged that in the event one or two Deliverables of a Milestone is unduly delayed
(more than 3 months) due to circumstances outside Contractor’s control, COMMERCE may, in its
sole discretion, reasonably negotiate with Contractor regarding paying for those Deliverables of such
Milestones that are completed.

Payment shall be considered timely if made by COMMERCE within thirty (30) calendar days after
receipt of properly completed invoices. Payment shall be sent to the address designated by the
Contractor.

COMMERCE may, in its sole discretion, terminate the Contract or withhold payments claimed by the
Contractor for services rendered if the Contractor fails to satisfactorily comply with any term or
condition of this Contract.

No payments in advance or in anticipation of services or supplies to be provided under this Agreement
shall be made by COMMERCE.

Invoices and End of Fiscal Year
Invoices are due on the 20th of the month following the provision of services.

Final invoices for a state fiscal year may be due sooner than the 20th and Commerce will provide
notification of the end of fiscal year due date.

The contractor must invoice for all expenses from the beginning of the contract through June 30,
regardless of the contract start and end date.
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Duplication of Billed Costs

The Contractor shall not bill COMMERCE for services performed under this Agreement, and
COMMERCE shall not pay the Contractor, if the Contractor is entitled to payment or has been or will
be paid by any other source, including grants, for that service.

Disallowed Costs

The Contractor is responsible for any audit exceptions or disallowed costs incurred by its own
organization or that of its subcontractors.

SUBCONTRACTING (Replaces General Terms and Conditions #15 Subcontracting)

The Contractor may only subcontract work contemplated under this Contract if it provides written
notification to COMMERCE of any subcontractors who will be performing work under this Grant
Agreement. The written notice must provide the names and address of the subcontractor with a brief
description of which tasks within the Contractor Scope of Work (Attachment A) that will be undertaken
by the subcontractor(s).

The Contractor shall maintain written procedures related to subcontracting, as well as copies of all
subcontracts and records related to subcontracts. For cause, COMMERCE in writing may: (a) require
the Contractor to amend its subcontracting procedures as they relate to this Contract; (b) prohibit the
Contractor from subcontracting with a particular person or entity; or (c) require the Contractor to
rescind or amend a subcontract.

Every subcontract shall bind the Subcontractor to follow all applicable terms of this Contract. The
Contractor is responsible to COMMERCE if the Subcontractor fails to comply with any applicable term
or condition of this Contract. The Contractor shall appropriately monitor the activities of the
Subcontractor to assure fiscal conditions of this Contract.

In no event shall the existence of a subcontract operate to release or reduce the liability of the
Contractor to COMMERCE for any breach in the performance of the Contractor’s duties.

Every subcontract shall include a term that COMMERCE and the State of Washington are not liable
for claims or damages arising from a Subcontractor’s performance of the subcontract.

All reference to the Contractor under this clause shall also include Contractor’'s employees, agents or
subcontractors.

PREVAILING WAGE LAW

The contractor certifies that all contractors and subcontractors performing work on the Project shall
comply with state Prevailing Wages on Public Works, Chapter 39.12 RCW, as applicable to the
Project funded by this Agreement, including but not limited to the filing of the “Statement of Intent to
Pay Prevailing Wages” and “Affidavit of Wages Paid” as required by RCW 39.12.040. The
contractor shall maintain records sufficient to evidence compliance with Chapter 39.12 RCW, and
shall make such records available for COMMERCE's review upon request

HISTORICAL OR CULTURAL ARTIFACTS

Prior to approval and disbursement of any funds awarded under this Contract, Contractor shall
complete the requirements of Governor’s Executive Order 21-02, where applicable, or Contractor
shall complete a review under Section 106 of the National Historic Preservation Act, if applicable.

Contractor agrees that the Contractor is legally and financially responsible for compliance with all
laws, regulations, and agreements related to the preservation of historical or cultural resources and
agrees to hold harmless COMMERCE and the state of Washington in relation to any claim related
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to such historical or cultural resources discovered, disturbed, or damaged as a result of the project
funded by this Contract.

In addition to the requirements set forth in this Contract, Contractor shall, in accordance with
Governor’s Executive Order 21-02 coordinate with Commerce and the Washington State
Department of Archaeology and Historic Preservation (“DAHP”), including any recommended
consultation with any affected tribe(s), during Project design and prior to construction to determine
the existence of any tribal cultural resources affected by Project. Contractor agrees to avoid,
minimize, or mitigate impacts to the cultural resource as a continuing prerequisite to receipt of funds
under this Contract.

The Contractor agrees that, unless the Contractor is proceeding under an approved historical and
cultural monitoring plan or other memorandum of agreement, if historical or cultural artifacts are
discovered during construction, the Contractor shall immediately stop construction and notify the
local historical preservation officer and the state's historical preservation officer at DAHP, and the
Commerce Representative identified on the Face Sheet. If human remains are uncovered, the
Contractor shall report the presence and location of the remains to the coroner and local
enforcement immediately, then contact DAHP and the concerned tribe's cultural staff or committee.

The Contractor shall require this provision to be contained in all subcontracts for work or services
related to the Scope of Work attached hereto.

In addition to the requirements set forth in this Contract, Contractor agrees to comply with RCW
27.44 regarding Indian Graves and Records; RCW 27.53 regarding Archaeological Sites and
Resources; RCW 68.60 regarding Abandoned and Historic Cemeteries and Historic Graves; and
WAC 25-48 regarding Archaeological Excavation and Removal Permit.

Completion of the requirements of Section 106 of the National Historic Preservation Act shall
substitute for completion of Governor’s Executive Order 21-02.

In the event that the Contractor finds it necessary to amend the Scope of Work the Contractor may
be required to re-comply with Governor's Executive Order 21-02 or Section 106 of the National
Historic Preservation Act

Special Terms and Conditions

AUTHORITY

COMMERCE and Contractor enter into this Contract pursuant to the authority granted by Chapter
39.34 RCW.

CONTRACT MANAGEMENT

The Representative for each of the parties shall be responsible for and shall be the contact person
for all communications and billings regarding the performance of this Contract.

The Representative for COMMERCE and their contact information are identified on the Face Sheet
of this Contract.

The Representative for the Contractor and their contact information are identified on the Face Sheet
of this Contract.

COMPENSATION

The parties agree that there is no cost associated with the performance of this contract and no monies
will be exchanged or COMMERCE shall pay an amount not to exceed $ , for the performance
of all things necessary for or incidental to the performance of work under this Contract as set forth in
the Scope of Work.
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EXPENSES
Contractor shall receive reimbursement for travel and other expenses as identified below or as
authorized in advance by COMMERCE as reimbursable. The maximum amount to be paid to the
Contractor for authorized expenses shall not exceed $ , Which amount is included in the Contract
total above.

Such expenses may include airfare (economy or coach class only), other transportation expenses,
and lodging and subsistence necessary during periods of required travel. Contractor shall receive
compensation for travel expenses at current state travel reimbursement rates.

4, BILLING PROCEDURES AND PAYMENT (Replaced by Program Specific Terms and

Conditions #1 Billing and Compensation for Performance Based Contract)

5. SUBCONTRACTOR DATA COLLECTION

Contractor will submit reports, in a form and format to be provided by Commerce and at intervals as
agreed by the parties, regarding work under this Contract performed by subcontractors and the portion
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of Contract funds expended for work performed by subcontractors, including but not necessarily
limited to minority-owned, woman-owned, and veteran-owned business subcontractors.
“Subcontractors” shall mean subcontractors of any tier.

INSURANCE

Each party certifies that it is self-insured under the State's or local government self-insurance liability
program, and shall be responsible for losses for which it is found liable.

FRAUD AND OTHER LOSS REPORTING

Contractor shall report in writing all known or suspected fraud or other loss of any funds or other
property furnished under this Contract immediately or as soon as practicable to the Commerce
Representative identified on the Face Sheet.

ORDER OF PRECEDENCE

In the event of an inconsistency in this Contract, the inconsistency shall be resolved by giving
precedence in the following order:

Applicable federal and state of Washington statutes and regulations
Attachment D — Proviso

Special Terms and Conditions

General Terms and Conditions

Attachment A — Scope of Work

Attachment B — Budget

Attachment C — Reporting
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General Terms and Conditions

DEFINITIONS

As used throughout this Contract, the following terms shall have the meaning set forth below:

A. “Authorized Representative” shall mean the Director and/or the designee authorized in writing
to act on the Director’s behalf.

B. “COMMERCE” shall mean the Washington Department of Commerce.

C. “Contract” or “Agreement” or “Grant” means the entire written agreement between
COMMERCE and the Contractor, including any Attachments, documents, or materials
incorporated by reference. E-mail or Facsimile transmission of a signed copy of this contract
shall be the same as delivery of an original.

D. "Contractor" or “Grantee” shall mean the entity identified on the face sheet performing
service(s) under this Contract, and shall include all employees and agents of the Contractor.

E. “Personal Information” shall mean information identifiable to any person, including, but not
limited to, information that relates to a person’s name, health, finances, education, business,
use or receipt of governmental services or other activities, addresses, telephone numbers,
social security numbers, driver license numbers, other identifying numbers, and any financial
identifiers, and “Protected Health Information” under the federal Health Insurance Portability
and Accountability Act of 1996 (HIPAA).

F. “State” shall mean the state of Washington.

G. "Subcontractor” shall mean one not in the employment of the Contractor, who is performing all
or part of those services under this Contract under a separate contract with the Contractor. The
terms “subcontractor” and “subcontractors” mean subcontractor(s) in any tier.

ALL WRITINGS CONTAINED HEREIN

This Contract contains all the terms and conditions agreed upon by the parties. No other
understandings, oral or otherwise, regarding the subject matter of this Contract shall be deemed to
exist or to bind any of the parties hereto.

AMENDMENTS

This Contract may be amended by mutual agreement of the parties. Such amendments shall not be
binding unless they are in writing and signed by personnel authorized to bind each of the parties.

ASSIGNMENT

Neither this Contract, work thereunder, nor any claim arising under this Contract, shall be transferred
or assigned by the Contractor without prior written consent of COMMERCE.

CONFIDENTIALITY AND SAFEGUARDING OF INFORMATION

A. “Confidential Information” as used in this section includes:

i. All material provided to the Contractor by COMMERCE that is designated as “confidential’
by COMMERCE;

ii. All material produced by the Contractor that is designated as “confidential” by
COMMERCE; and
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iii. All Personal Information in the possession of the Contractor that may not be disclosed
under state or federal law.

B.  The Contractor shall comply with all state and federal laws related to the use, sharing, transfer,
sale, or disclosure of Confidential Information. The Contractor shall use Confidential
Information solely for the purposes of this Contract and shall not use, share, transfer, sell or
disclose any Confidential Information to any third party except with the prior written consent of
COMMERCE or as may be required by law.

The Contractor shall take all necessary steps to assure that Confidential Information is
safeguarded to prevent unauthorized use, sharing, transfer, sale or disclosure of Confidential
Information or violation of any state or federal laws related thereto. Upon request, the
Contractor shall provide COMMERCE with its policies and procedures on confidentiality.
COMMERCE may require changes to such policies and procedures as they apply to this
Contract whenever COMMERCE reasonably determines that changes are necessary to
prevent unauthorized disclosures.

The Contractor shall make the changes within the time period specified by COMMERCE. Upon
request, the Contractor shall immediately return to COMMERCE any Confidential Information
that COMMERCE reasonably determines has not been adequately protected by the Contractor
against unauthorized disclosure.

C. Unauthorized Use or Disclosure. The Contractor shall notify COMMERCE within five (5)
working days of any unauthorized use or disclosure of any confidential information, and shall
take necessary steps to mitigate the harmful effects of such use or disclosure.

COPYRIGHT

Unless otherwise provided, all Materials produced under this Contract shall be considered "works for
hire" as defined by the U.S. Copyright Act and shall be owned by COMMERCE. COMMERCE shall
be considered the author of such Materials. In the event the Materials are not considered “works for
hire” under the U.S. Copyright laws, the Contractor hereby irrevocably assigns all right, title, and
interest in all Materials, including all intellectual property rights, moral rights, and rights of publicity to
COMMERCE effective from the moment of creation of such Materials.

“Materials” means all items in any format and includes, but is not limited to, data, reports, documents,
pamphlets, advertisements, books, magazines, surveys, studies, computer programs, films, tapes,
and/or sound reproductions. “Ownership” includes the right to copyright, patent, register and the ability
to transfer these rights.

For Materials that are delivered under the Contract, but that incorporate pre-existing materials not
produced under the Contract, the Contractor hereby grants to COMMERCE a nonexclusive, royalty-
free, irrevocable license (with rights to sublicense to others) in such Materials to translate, reproduce,
distribute, prepare derivative works, publicly perform, and publicly display. The Contractor warrants
and represents that the Contractor has all rights and permissions, including intellectual property rights,
moral rights and rights of publicity, necessary to grant such a license to COMMERCE.

The Contractor shall exert all reasonable effort to advise COMMERCE, at the time of delivery of
Materials furnished under this Contract, of all known or potential invasions of privacy contained therein
and of any portion of such document which was not produced in the performance of this Contract.
The Contractor shall provide COMMERCE with prompt written notice of each notice or claim of
infringement received by the Contractor with respect to any Materials delivered under this Contract.
COMMERCE shall have the right to modify or remove any restrictive markings placed upon the
Materials by the Contractor.

DISPUTES

In the event that a dispute arises under this Agreement, it shall be determined by a Dispute Board in
the following manner: Each party to this Agreement shall appoint one member to the Dispute Board.
The members so appointed shall jointly appoint an additional member to the Dispute Board. The
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10.

11.

12.

13.

14.

Dispute Board shall review the facts, Agreement terms and applicable statutes and rules and make a
determination of the dispute. The Dispute Board shall thereafter decide the dispute with the majority
prevailing. The determination of the Dispute Board shall be final and binding on the parties hereto. As
an alternative to this process, either of the parties may request intervention by the Governor, as
provided by RCW 43.17.330, in which event the Governor's process will control.

GOVERNING LAW AND VENUE

This Contract shall be construed and interpreted in accordance with the laws of the state of
Washington, and the venue of any action brought hereunder shall be in the Superior Court for
Thurston County.

INDEMNIFICATION

Each party shall be solely responsible for the acts of its employees, officers, and agents.
LICENSING, ACCREDITATION AND REGISTRATION

The Contractor shall comply with all applicable local, state, and federal licensing, accreditation and
registration requirements or standards necessary for the performance of this Contract.

RECAPTURE

In the event that the Contractor fails to perform this Contract in accordance with state laws, federal
laws, and/or the provisions of this Contract, COMMERCE reserves the right to recapture funds in an
amount to compensate COMMERCE for the noncompliance in addition to any other remedies
available at law or in equity.

Repayment by the Contractor of funds under this recapture provision shall occur within the time period
specified by COMMERCE. In the alternative, COMMERCE may recapture such funds from payments
due under this Contract.

RECORDS MAINTENANCE

The Contractor shall maintain books, records, documents, data and other evidence relating to this
contract and performance of the services described herein, including but not limited to accounting
procedures and practices that sufficiently and properly reflect all direct and indirect costs of any nature
expended in the performance of this contract.

The Contractor shall retain such records for a period of six years following the date of final payment.
At no additional cost, these records, including materials generated under the contract, shall be subject
at all reasonable times to inspection, review or audit by COMMERCE, personnel duly authorized by
COMMERCE, the Office of the State Auditor, and federal and state officials so authorized by law,
regulation or agreement.

If any litigation, claim or audit is started before the expiration of the six (6) year period, the records
shall be retained until all litigation, claims, or audit findings involving the records have been resolved.

SAVINGS

In the event funding from state, federal, or other sources is withdrawn, reduced, or limited in any way
after the effective date of this Contract and prior to normal completion, COMMERCE may suspend or
terminate the Contract under the "Termination for Convenience" clause, without the ten calendar day
notice requirement. In lieu of termination, the Contract may be amended to reflect the new funding
limitations and conditions.

SEVERABILITY

The provisions of this contract are intended to be severable. If any term or provision is illegal or invalid
for any reason whatsoever, such illegality or invalidity shall not affect the validity of the remainder of
the contract.
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15.

16.

17.

18.

19.

SUBCONTRACTING (Replaced by Program Specific Terms and Conditions #2
Subcontracting)

SURVIVAL

The terms, conditions, and warranties contained in this Contract that by their sense and context are
intended to survive the completion of the performance, cancellation or termination of this Contract
shall so survive.

TERMINATION FOR CAUSE

In the event COMMERCE determines the Contractor has failed to comply with the conditions of this
contract in a timely manner, COMMERCE has the right to suspend or terminate this contract. Before
suspending or terminating the contract, COMMERCE shall notify the Contractor in writing of the need
to take corrective action. If corrective action is not taken within 30 calendar days, the contract may be
terminated or suspended.

In the event of termination or suspension, the Contractor shall be liable for damages as authorized
by law including, but not limited to, any cost difference between the original contract and the
replacement or cover contract and all administrative costs directly related to the replacement contract,
e.g., cost of the competitive bidding, mailing, advertising and staff time.

COMMERCE reserves the right to suspend all or part of the contract, withhold further payments, or
prohibit the Contractor from incurring additional obligations of funds during investigation of the alleged
compliance breach and pending corrective action by the Contractor or a decision by COMMERCE to
terminate the contract. A termination shall be deemed a “Termination for Convenience” if it is
determined that the Contractor: (1) was not in default; or (2) failure to perform was outside of his or
her control, fault or negligence.

The rights and remedies of COMMERCE provided in this contract are not exclusive and are, in
addition to any other rights and remedies, provided by law.

TERMINATION FOR CONVENIENCE

Except as otherwise provided in this Contract, COMMERCE may, by ten (10) business days’ written
notice, beginning on the second day after the mailing, terminate this Contract, in whole or in part. If
this Contract is so terminated, COMMERCE shall be liable only for payment required under the terms
of this Contract for services rendered or goods delivered prior to the effective date of termination.

TERMINATION PROCEDURES

Upon termination of this contract, COMMERCE, in addition to any other rights provided in this
contract, may require the Contractor to deliver to COMMERCE any property specifically produced or
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20.

acquired for the performance of such part of this contract as has been terminated. The provisions of
the "Treatment of Assets" clause shall apply in such property transfer.

COMMERCE shall pay to the Contractor the agreed upon price, if separately stated, for completed
work and services accepted by COMMERCE, and the amount agreed upon by the Contractor and
COMMERCE for (i) completed work and services for which no separate price is stated, (ii) partially
completed work and services, (iii) other property or services that are accepted by COMMERCE, and
(iv) the protection and preservation of property, unless the termination is for default, in which case the
Authorized Representative shall determine the extent of the liability of COMMERCE. Failure to agree
with such determination shall be a dispute within the meaning of the "Disputes” clause of this contract.
COMMERCE may withhold from any amounts due the Contractor such sum as the Authorized
Representative determines to be necessary to protect COMMERCE against potential loss or liability.

The rights and remedies of COMMERCE provided in this section shall not be exclusive and are in
addition to any other rights and remedies provided by law or under this contract.

After receipt of a notice of termination, and except as otherwise directed by the Authorized
Representative, the Contractor shall:

A. Stop work under the contract on the date, and to the extent specified, in the notice;

B. Place no further orders or subcontracts for materials, services, or facilities except as may be
necessary for completion of such portion of the work under the contract that is not terminated;

C. Assign to COMMERCE, in the manner, at the times, and to the extent directed by the
Authorized Representative, all of the rights, title, and interest of the Contractor under the orders
and subcontracts so terminated, in which case COMMERCE has the right, at its discretion, to
settle or pay any or all claims arising out of the termination of such orders and subcontracts;

D. Settle all outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the Authorized Representative to the extent
the Authorized Representative may require, which approval or ratification shall be final for all
the purposes of this clause;

E. Transfer title to COMMERCE and deliver in the manner, at the times, and to the extent directed
by the Authorized Representative any property which, if the contract had been completed,
would have been required to be furnished to COMMERCE;

F. Complete performance of such part of the work as shall not have been terminated by the
Authorized Representative; and

G. Take such action as may be necessary, or as the Authorized Representative may direct, for
the protection and preservation of the property related to this contract, which is in the
possession of the Contractor and in which COMMERCE has or may acquire an interest.

TREATMENT OF ASSETS

Title to all property furnished by COMMERCE shall remain in COMMERCE. Title to all property
furnished by the Contractor, for the cost of which the Contractor is entitled to be reimbursed as a
direct item of cost under this contract, shall pass to and vest in COMMERCE upon delivery of such
property by the Contractor. Title to other property, the cost of which is reimbursable to the Contractor
under this contract, shall pass to and vest in COMMERCE upon (i) issuance for use of such property
in the performance of this contract, or (i) commencement of use of such property in the performance
of this contract, or (iii) reimbursement of the cost thereof by COMMERCE in whole or in part,
whichever first occurs.

A. Any property of COMMERCE furnished to the Contractor shall, unless otherwise provided
herein or approved by COMMERCE, be used only for the performance of this contract.
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The Contractor shall be responsible for any loss or damage to property of COMMERCE that
results from the negligence of the Contractor or which results from the failure on the part of the
Contractor to maintain and administer that property in accordance with sound management
practices.

C. If any COMMERCE property is lost, destroyed or damaged, the Contractor shall immediately
notify COMMERCE and shall take all reasonable steps to protect the property from further
damage.

D. The Contractor shall surrender to COMMERCE all property of COMMERCE prior to settlement
upon completion, termination or cancellation of this contract.

E. All reference to the Contractor under this clause shall also include Contractor's employees,
agents or Subcontractors.

WAIVER

Waiver of any default or breach shall not be deemed to be a waiver of any subsequent default or
breach. Any waiver shall not be construed to be a modification of the terms of this Contract unless
stated to be such in writing and signed by Authorized Representative of COMMERCE.
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Attachment A: Scope of Work

A Statement of Work (SOW) is a comprehensive document that outlines the specific tasks,
deliverables, and expectations associated with a project or contract. It serves as a roadmap for
both the contracting agency and the vendor, ensuring clarity and alignment throughout the
project lifecycle.

Based on the provided description, the Statement of Work for the project would include the
following components:

1. Project Overview: This section provides an overview of the project, including its purpose,
scope, and objectives. It outlines the need to support critical community needs during power
outages.

2. Project Development and Design: This section details the tasks related to project
development and design, such as ensuring compliance with industry standards and codes,
community engagement, and outreach.

3. Contracting and Permitting: This section outlines the procurement process for equipment
and subcontractors, as well as the procedures for obtaining permits and utility interconnection
agreements.

4. Equipment Delivery, Installation, and Construction: This section specifies the tasks
related to site preparation, equipment installation, electrical connections, monitoring software
setup, inspections, and compliance with regulatory requirements.

5. Systems Integration and Commissioning: This section describes the tasks involved in
commissioning the system, testing system functionality and control systems, and providing
training on equipment operation and maintenance.

6. Measurement and Verification: This section outlines the requirements for collecting
performance data, reporting measurement and verification results, and communicating project
outcomes to stakeholders.

Overall, the Statement of Work provides a detailed roadmap for the project, outlining the specific
tasks and deliverables required for its successful execution.
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Attachment B: Budget
Mlle;tone Milestone 5 Total Project
Milestone Project Activity and Task Deliverable(s) Activity Period . Designated )
Designated Cost
. as Match
in Budget
A
Activity A
Subtotal 0.00 0.00 0.00
B
Activity B
Subtotal 0.00 0.00 0.00
C
Activity B
Subtotal 0.00 0.00 0.00
Budget Totals 0.00 0.00 0.00
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Attachment C: Reporting

The Contractor must provide quarterly written reports and/or host a regular quarterly video and/or phone
call with COMMERCE for project update purposes. Phone contact should cover current status of the
project and any barriers that are potentially affecting the project schedule.

The Contractor shall provide a quarterly report to COMMERCE, no later than 15 days after the end of
each quarter. The report form will be provided by Commerce. The report should describe the project
activity that occurred during the quarter, including but not limited to:

1. A narrative summarizing project activities, risks and issues mitigated, and lessons learned;

2. The project milestones met to date and anticipated in the subsequent quarter (such as through a
project Gantt Chart schedule provided quarterly in Microsoft Project format showing actual
progress to date along with the baseline schedule developed at project kickoff etc.); and,

3. Any additional metrics required from the capital budget proviso, legislature, governor’s office, or
COMMERCE.

4. Quarterly updated invoice projection sheet for grant expenditures. Commerce will provide the
invoice projection sheet;

A final report and fact sheet will be submitted to Commerce. Commerce will provide the fact sheet
template and may request the fact sheet be updated as conditions warrant.
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Attachment D: Proviso

2021 Enacted Capital Budget

Substitute House Bill 1080, section 1064 — Clean Energy V

(14) $4,900,000 of the state building construction account—state appropriation is provided solely for the
department to develop targeted rural clean energy innovation projects as provided in this subsection (14).

(a) $150,000 of the appropriation is provided solely for the department to develop targeted rural clean
energy strategies informed by rural community and business engagement, outreach, and research. The
department must convene a rural energy work group to identify investments, programs, and policy
changes that align with the 2021 state energy strategy and increase access to clean energy opportunities
in rural communities and agricultural and forestry management practices. The group must identify existing
federal funding opportunities and strategies to leverage these funds with state capital investment. By
June 30, 2022, the department shall report recommendations and findings from the rural energy work
group to the office of financial management, the governor, and the appropriate legislative committees and
present a strategic plan for state rural clean energy investment.

(b) $4,750,000 of the appropriation is provided solely for rural clean energy innovation grants.

(i) The department must award at least 40 percent of the funding to projects that enhance the viability of
dairy digester bioenergy projects through advanced resource recovery systems that produce renewable
natural gas and value-added biofertilizers, reduce greenhouse gas emissions, and improve soil health
and air and water quality.

(ii) Grants may also be awarded to other clean energy innovation projects in rural communities, including,
but not limited to, projects that enhance energy efficiency, demand response, energy storage, renewable
energy, beneficial electrification, resilience, organic waste management, and biological carbon
sequestration.

(iii) Grants may fund project predevelopment, research, and development, pilot projects, strategic
implementation, field trials, and data dashboards and tools to inform rural project development

(c) The department is encouraged to make 20 percent of the funds under (b) of this subsection (14) to
tribal governments, designated subdivisions, and agencies.

(d) If a grant is awarded to purchase heating devices or systems, the agency must, whenever possible
and most cost effective, select devices and systems that do not use fossil fuels.
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TRANSALTA CENTRALIA BOARD FUNDING, LLC
Energy Technology Fund
GRANT AGREEMENT

This Grant Agreement (the “Grant Agreement”) is entered between TransAlta Centralia
Board Funding, LLC, acting through its Energy Technology Board (“Grantor”), and Skagit
PUD No. 1 (“Grantee”) to establish the terms and conditions of a grant of funds from
Grantor to Grantee to support the Mount Vernon High School Energy Recovery Project.
In consideration of the mutual covenants, conditions, and agreements that follow, the
parties hereby agree:

Grant. Grantee will receive the sum of $240,000.00 subject to all the terms
and conditions of this Grant Agreement.

Disbursement Schedule. The grant funds will be paid to Grantee in
accordance with the disbursement schedule set forth on Exhibit A to this
Grant Agreement, provided that Grantee returns a countersigned original of
this Grant Agreement prior the date of the first such disbursement.

Grant Activities; Budget. Grantor agrees to perform the activities described
in its grant proposal as finally accepted, a copy of which is attached to this
Grant Agreement as Exhibit B (the “Grant Proposal”). Grantor approves the
budget included in the Grantee’s Grant Proposal.

General Conditions. Attached as Exhibit C to this Grant Agreement are the
TransAlta Centralia Board Funding, LLC Grant Terms and Conditions. Grantee
acknowledges that it has read the TransAlta Grant Terms and Conditions and
agrees to comply with them.

Grantee Reports. Grantee agrees to provide to Grantor the narrative reports
and financial reports in accordance with paragraph 6 of the Grant Terms and
Conditions. Such reports shall be in the form set forth on Exhibit D to this
Grant Agreement.

Special Conditions. The award of the Grant is subject to the additional
conditions and agreements between Grantor and Grantee that are set forth
on Exhibit E to this Grant Agreement.

Term; Grant Period. This Grant Agreement shall be effective upon signature
by Grantor and Grantee and shall expire December 31, 2024, unless
extended by mutual consent or terminated earlier in accordance with this
Grant Agreement (the “Grant Period”). Any funds not expended as of the
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end of the Grant Period shall be returned to Grantor unless permission has
been obtained from Grantor.

8. Governing Law. This Grant Agreement shall be governed by and construed in
accordance with the laws of the State of Washington, without reference to its
conflict of laws provisions. Grantor and Grantee agree that any disputes or
proceedings arising from or concerning this Grant Agreement shall be brought
in a federal or state court of competent jurisdiction sitting in the Western
District of Washington, in the United States, and hereby consents to the
personal jurisdiction and venue of such courts.

9. Entire Agreement. Grantee acknowledges and agrees that this Grant
Agreement and the exhibits hereto (all of which are incorporated herein by
reference and made a part of this Grant Agreement) represent the entire
agreement between Grantee and Grantor with respect to the subject matter
addressed herein. The terms of this Grant Agreement may be modified only by
a writing signed by duly authorized representatives of both parties.

Accepted by:

Skagit PUD No. 1

Date

Date

Approved by:

Energy Technology Board of TransAlta Centralia Board Funding, LLC

Board Member Date

Board Member Date
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Date

TBD

EXHIBIT A
DISBURSEMENT SCHEDULE

Disbursement Amount

$240,000.00

Conditions (if any)

subject to
paragraph 2 of
this agreement

subject to the
Grantee receiving
additional funding
to complete the
project
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See attached.

EXHIBIT B

ACCEPTED GRANT PROPOSAL
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EXHIBIT C

TRANSALTA CENTRALIA BOARD FUNDING, LLC
GRANT TERMS AND CONDITIONS

The following are the general terms and conditions of grants by TransAlta Centralia
Board Funding, LLC, acting through its Grant Review Boards (the “Grantor”):

1. REPRESENTATIONS AND WARRANTIES OF GRANTEE. By executing and delivering

the Grant Agreement, Grantee represents and warrants to Grantor as follows:

a.

b.

Grantee has the requisite legal authority and power to execute and deliver
and to carry out the terms of the Grant Agreement.

To the knowledge of Grantee, the statements made by Grantee in the Grant
Proposal (other than forward-looking statements related to the proposed
project and application of grant proceeds) are true and correct in all
material respects.

Grantee understands that there is no correlation or connection between
Grantor’s award of grants and Grantee’s business relationship or potential
business relationship with Grantor or its affiliates. Participation in Grantor’s
grant program does not require or impose any quid pro quo condition. If
Grantee believes that a quid pro quo condition exists or may exist, it shall
contact Lori Schmitt, c/o TransAlta Centralia Board Funding, LLC, 913 Big
Hanaford Road, Centralia, Washington, 98531 to report the condition.

2. REPRESENTATIONS AND WARRANTIES OF GRANTOR. By executing and delivering

the Grant Agreement, Grantor represents and warrants to Grantee as follows:

a.

b.

Grantor has the requisite legal authority and power to execute and deliver
and to carry out the terms of the Grant Agreement.

There is no correlation or connection between Grantor’s award of grants
and the Grantee’s business relationship or potential business relationship
with Grantor or its affiliates. Participation in Grantor’s grant program does
not require or impose any quid pro quo condition.

3. FUND DISTRIBUTION. Funds awarded will be distributed in accordance with the

disbursement schedule attached as Exhibit A to the Grant Agreement.

4. BUDGET REVISION. Grant funds shall be used as set forth in the budget included in

the final grant proposal, attached as Exhibit B to the Grant Agreement (the “Grant
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Proposal”). Any transfer of funds from one budget item to another that exceeds
10% of the approved budget item requires Grantor’s prior written consent.

5. NO COST EXTENSION. If needed, Grantee may submit a request for a no-cost
extension to Grantor before the end of the Grant Period. The request should
contain the reason for the extension, any unexpended funds identified and how the
funds will be used, and the length of time requested for the extension. Grantor
may in its sole discretion approve or deny such request for an extension, and if such
extension is approved, then the Grant Period (as such term is defined in the Grant
Agreement) shall be accordingly extended.

6. GRANTEE REPORTS. Grantees must submit periodic reports to Grantor.

a. Narrative Report. A quarterly narrative report concerning the nature and
use of funds awarded pursuant to this grant is to be submitted in the
format set forth on Exhibit D to the Grant Agreement, unless otherwise
specified in the Grant Agreement. The quarterly reporting periods shall
commence the first quarter following the date of signing the Grant
Agreement. Grant periods will be March 30, June 30, September 30, and
December 30. A final report shall be due within 30 days of the completion
of the project. In the event there is a change in the project schedule the
Grantee shall provide a report to the Grantor outlining the schedule and the
reason for delay.

b. Financial Reports. Quarterly financial reports consisting of an unaudited
balance sheet and unaudited statements of income and cash flows for the
guarter then ended shall be submitted by Grantee in the format set forth
on Exhibit D to the Grant Agreement within 30 days for the quarter then
ended. The Grantor may request audited financial statements from the
Grantee.

7. REPORTING REQUIREMENT; WAIVER. Failure to submit reports required under
paragraphs 6 or 7 of these Grant Terms and Conditions in a manner satisfactory to
Grantor on a timely basis may result in delay or loss of funds. Under exceptional
circumstances, a waiver of Grantor’s obligation to submit such may be available. A
written request to waive this requirement must be made to Grantor on or before
the end of the period covered by such reporting requirement.

8. GRANT EVALUATION. Grant performance will be evaluated during the year for
which the grant is made. The information received in the reports described in
paragraphs 6 or 7 of these Grant Terms and Conditions and any Special Conditions
required in the Grant Agreement, and, at the discretion of Grantor, from other
sources, will form the basis for the report. Grantees must provide further
information if requested by Grantor.




9.

10.

11.

12.

RECORDS; RIGHT TO INSPECT. Original receipts and invoices must be maintained
by Grantee. Grantee agrees to maintain adequate financial records consistent with
generally accepted accounting practices, and to retain such records for at least five
years after the conclusion of the Grant Period. Grantor staff and trustees may
review Grantee's data, records, or materials relating to the administration and
performance of a grant at any time on five (5) business days’ notice. Grantee will
not be required to produce data, records, or materials that would be confidential
information under the attorney-client privilege or work product doctrine.

TERMINATION. Grantor has the right to terminate the Grant Agreement at any
time that it determines that any of the following events has occurred:

a. such funds have not been or will not be expended reasonably or
prudently for the purposes specified in the Grant Agreement;

b. Grantee has violated any federal, state, or local law or regulation;

c. Grantee has failed to fully comply with these Grant Terms and Conditions
and the Grant Agreement, including an unapproved deviation from the
Grant Proposal, in either case only if such breach has not been cured
within 30 days of Grantor providing Grantee written notice of such
breach; or

d. Grantor has insufficient funds available for distribution.

In the event the Grant Agreement is terminated under clauses (a), (b) or (c) of
this Section 10, Grantor reserves the right to require Grantee to refund any and
all grant funds awarded to Grantee under the Grant Agreement, and Grantee
agrees to refund Grantor all such funds upon request.

UNUSED FUNDS. At the conclusion of the Grant Period, Grantee agrees to return
any unexpended or unaccounted for funds to Grantor, or to submit a written
request for an extension of the Grant Period. Grantee agrees to return all
disbursed funds (1) if grant funds have not been used for their intended purpose, or
(2) if grant funds have been used inconsistently with the terms of the Grant
Agreement or these Grant Terms and Conditions, or (3) if the activities or outputs
set forth in the Grant Proposal are materially incomplete by the end of the Grant
Period, as determined by Grantor in its sole discretion.

NO LOBBYING. Grantee confirms that the grant funds will not be used for the
purposes of lobbying, carrying on propaganda, or otherwise attempting to
influence legislation. If Grantee is in doubt about whether its proposed activities
may constitute lobbying, Grantee must consult with Grantor prior to undertaking
them.
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13.

14.

15.

16.

17.

18.

19.

LIABILITY INSURANCE. Grantee shall maintain commercial liability insurance that
protects Grantee and its officers, agents, and employees from any and all claims,
demands, actions, and suits for damage to property or personal injury, including
death, arising from Grantee’s work under the Grant Agreement. The insurance
shall provide coverage for not less than $2,000,000 per occurrence. If the
insurance is canceled or terminated prior to completion of the Grant Agreement,
Grantee shall provide a new policy with the same terms. Grantee agrees to
maintain continuous, uninterrupted coverage for the Grant Period. The insurance
shall include coverage for any damages or injuries arising out of the use of
automobiles or other motor vehicles by Grantee.

USE OF NAME. Grantee shall acquire prior written consent from Grantor for any
use of the TransAlta name or logo in association with its project or the grant.

PUBLICITY. Grantee will notify Grantor of any publications or other materials
resulting from the grant no later than five (5) days in advance of distribution or
publication. Grantee will acknowledge Grantor’s support in the beginning of any
publication (including film and electronic publications) referring to or resulting from
this grant, as follows: “Supported [in part] by a grant from TransAlta Centralia
Generation LLC.” Grantee agrees that Grantor may include information about
Grantee and its activities in its own annual reports and may distribute such
information to third parties.

FUTURE FUNDING. This grant of funds implies no agreement of any kind by Grantor
to grant additional or future funds to Grantee.

NO GRANTOR RESPONSIBILITY FOR GRANTEE OBLIGATIONS. Nothing in the Grant
Agreement shall be deemed to authorize Grantee to enter any contract, lease, or
other agreement on behalf of Grantor. All obligations undertaken by Grantee
pursuant to the Grant Agreement shall be on its own behalf. Grantor shall have no
responsibility to third parties in connection with the Grant Agreement.

INDEMNITY. Grantee shall and hereby does indemnify and hold Grantor, TransAlta
Centralia Generation LLC, their affiliates, and their respective employees, officers,
agents and representatives (together, the “Indemnitees”) free and harmless from
liability from any and all suits, claims, demands, losses, damages, actions or
judgments of every kind and description (including attorneys' fees and other costs
of defense) arising out of the funds granted hereunder, including Grantee's use or
administration of the funds, or suffered by the Indemnitees, directly or indirectly,
on account of actions or omissions by Grantee in the performance of its obligations
hereunder or otherwise.

LIMITATION OF LIABILITY. IN NO EVENT, SHALL GRANTOR BE LIABLE FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OR EXPENSES FOR
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20.

21.

ANY NEGLIGENCE, BREACH OF CONTRACT, OR ANY OTHER ACT ARISING OUT OF OR
RELATING TO THIS AGREEMENT OR THE ACTIVITIES COVERED HEREIN.

AMENDMENTS; WAIVERS. Amendments to the Grant Agreement must be in
writing and signed by both parties. No waiver by either party or any breach,
default, or series of breaches or defaults, and no failure, refusal, or neglect of either
party to exercise any right, power, or option given to it under the Grant Agreement
or to insist upon strict compliance with the terms of the Grant Agreement shall
constitute a waiver of these provisions with respect to any subsequent breach or
waiver by either party or its right at any time thereafter to require exact and strict
compliance with provisions of the Grant Agreement.

NO ASSIGNMENT. Grantee may not assign the Grant Agreement or delegate

performance of the terms of the Grant Agreement or of the project to any other
person or entity without Grantor’s prior written consent.
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EXHIBIT D

FORMS OF GRANTEE REPORTS

As prepared by Grantee and accepted by Grantor.
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EXHIBIT E

SPECIAL CONDITIONS AND AGREEMENTS

There are no other special conditions and agreements except as otherwise specified in
this Grant Agreement and Exhibits A - D hereof.
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Contract #

PUBLIC WORKS CONTRACT

CONTRACT - 2024 - 000466

Job Identity # cp5068-3796

THIS CONTRACT is made and entered into by and between the PUBLIC UTILITY DISTRICT
NO. 1 OF SKAGIT COUNTY (DISTRICT) and INPIPE ENERGY INCORPORATED

(VENDOR).

WITNESSETH:

WHEREAS, the District has caused the preparation of certain Contract Documents entitled
Mount Vernon High School Energy Recovery Project.

WHEREAS, the District has invited proposals, has received and analyzed said proposals, and has
duly given notice of Acceptance of Proposal to the Vendor which are made a part hereof and which
constitute the whole Contract between the District and the Vendor.

NOW, THEREFORE, it is hereby agreed that:

1.

The Vendor shall furnish the work, pay all costs, and perform all requirements of this
Contract in the manner specified in the documents referenced above, and;

The Bid or Proposal calls for unit prices and lump sums, or time and material pricing if
required, as set forth in #1 above. Vendor will not exceed price without District written
approval. The District shall pay to the Vendor a corrected total contract amount
computed from the unit prices and lump sums in said Bid or Proposal and the actual
guantities of units furnished. Based upon the lump sum and unit prices in said Bid or
Proposal, and upon the quantities estimated from the Contract Drawings for bidding
purposes, the estimated Total Contract Amount is $950,000.00,

Nine Hundred Fifty Thousand Dollars and Zero Cents ’

and;

In Washington State, the District is required to pay state or local sales or use taxes
included in the Total Contract Amount and the Vendor is required to receive the said
taxes for payment to the state, the amount payable to the Vendor by the Owner shall be
the Total Contract Amount as above specified including the amount of the said taxes.
Invoices will be paid by the District to the Vendor within 30 days of receipt based on
actual quantities of work performed, and;

It is further agreed that the Vendor will start work within ten (10) calendar days after the
date specified in the District’s Notice to Proceed and shall be substantially complete
within 250 calendar  days from the date of Notice to Proceed is issued, and,;

The attached Indemnification Agreement is hereby made part of this Contract, and;

In the event that the Vendor fails to substantially complete the Project by the date of
substantial completion as specified above or as modified by Change Order, the Vendor
shall be liable for liquidated damages of $0.00
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per calendar  days thereafter until the District determines the Project to be
substantially complete.

IN WITNESS WHEREOF, this Contract, and properly transmitted copies which shall, for all purposes, be
deemed an original hereof, have been duly executed by the parties hereto.

PUBLIC UTILITY DISTRICT NO. 1
INPIPE ENERGY INCORPORATED OF SKAGIT COUNTY

Gregg Semler President/CEO

920 SW 6th Ave, 12th Floor 1415 FREEWAY DRIVE
Portland OR 97204 MOUNT VERNON, WA 98273

Date: Date:
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INDEMNIFICATION AGREEMENT

The Vendor agrees to defend, indemnify, and hold the District harmless from any and all claims, demands, losses,
and liabilities to or by third parties arising from, resulting from, or connected with work performed or to be
performed under this Contract by the Vendor, its agents, employees, and subconsultants, even though such claims
may prove to be false, groundless, or fraudulent, to the fullest extent permitted by law and subject to the limitations
provided below.

The Vendor's duty to indemnify the District shall not apply to liability for damages arising out of bodily injury to
persons or damage to property caused by or resulting from the sole negligence of the District or the District's agents
or employees. The Vendor's duty to indemnify the District for liability for damages arising out of bodily injury to
persons or damage to property caused by or resulting from the concurrent negligence of Vendor, its agents,
employees, or subconsultants and/or the District or the District's agents or employees, shall apply only to the extent
of negligence of Vendor, its agents, employees, or subconsultants.

With respect to claims against Vendor by the District pursuant to this Contract only, Vendor expressly waives any
immunity that may be granted it under the Workers’ Compensation, Industrial Insurance or like statutes and/or any
administrative regulations issued pursuant thereto. This waiver does not include or extend to any claims by
Vendor's employees directly against Vendor.

Further, Vendor's defense and indemnification obligations under this Contract shall not be limited in any way by any
limitation on the amount or type of damages, compensation or benefits payable to or for any third party under
Workers' Compensation, Industrial Insurance or like statutes and/or any administrative regulations issued pursuant
thereto.

Vendor 's duty to indemnify the District for liabilities or losses, other than for bodily injury to persons or damage to
property caused by or resulting from negligence, shall apply only to the extent of the fault of Vendor, its agents,
employees, or subconsultants, except in situations where fault is not a requirement for liability, in which case
indemnity will be provided to the extent the liability or loss was caused by Vendor or its agents, employees, or
subconsultants.

Vendor's duty to defend, indemnify and hold the District harmless shall include, as to all claims, demands, losses
and liabilities to which it applies, the District's actual attorneys' fees and costs incurred in connection with defending
such claim(s) including, without limitation, consultant and expert witness fees and expenses and personnel-related
costs in addition to costs otherwise recoverable by statute or court rule.

THE UNDERSIGNED HEREBY CERTIFY THAT THIS AGREEMENT WAS MUTUALLY NEGOTIATED.

INPIPE ENERGY INCORPORATED PUBLIC UTILITY DISTRICT NO. 1
OF SKAGIT COUNTY, WASHINGTON
By: By:
Gregg Semler President/CEO
Dated: Dated:

The Vendor shall cause each of its subconsultants (and suppliers to the extent any perform any work on the Project
site) to execute an Indemnification Contract substantially in the form of the foregoing by which each such entity or
person assumes to the District all obligations Vendor assumes to the District as set forth above.
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Project approach

Installation of the HydroXS System includes three components: the HydroXS, a Control Panel and a Power
Distribution Panel. The power generation system will be rated for 56 kW.

Project scope:

Final design

Regulatory: application for a FERC exemption

Installation of a by-pass

Installation of the HydroXS assembly, valves and piping

Installation of the HydroXS control panel

Connection to the site meter specified by Skagit PUD from the HydroXS power distribution panel
and all other necessary wiring connections

Apply and manage net metering application.

Provide site specific plans, including one-line (electrical) and panel

Start-up and commissioning

The figure below shows an indicative design for the HydroXS

Product features, capabilities and sub-systems include:

A hydro turbine with UL-tested induction generator

PRV valves with electronic solenoid control and pressure transmitter

A self-contained custom control panel (controllers, relays, ancillary PFCCs and a PCL system) that
can be connected to an existing SCADA communication

Manual isolation valves, visual position indicators

Constant flow monitoring (+/- 2% accuracy, NIST traceable)

48



DocuSign Envelope ID: D46F1927-71B4-462D-9C7A-942A5327039C

e Automated alarms for flow interruptions, safety measures, and maintenance checks
e Programmable logic controller (PLC) processors, which consolidate control of the HydroXS unit
e Automated safe shutoff and restart adhering to IEEE 1574

The installation will comply with all rules governing electric utility parallel interconnection, including
power outage protection and auto shut off and restart. The HydroXS has a single microprocessor
multifunction relay and the main trip functions are backed up with a dissimilar yet equal trip function.

PROJECT SCHEDULE

The project schedule, including key milestones, is summarized in the figure below:

Months
1 2 3 4

Regulatory and permitting ]
Sourcing ]

Interconnect
Project installation

Design

FEE SCHEDULE

InPipe Energy shall deliver a turn-key project (design-build) as summarized in the table below.

Tasks Project Deliverable and timing
delivery

Task 1: Design $75,000 Final design drawings

Task 2: Regulatory support $5,000 Filing of FERC Exemption

Task 3: Supply of HydroXS $530,000 75% at contract execution.

Energy System and related 25% on shipment

equipment including a minimum
of one EV charging station

Task 4: Mechanical & Electrical $340,000 90% Completion of installation
Installation. 10% Upon notification to operate

Total $950,000

Product is sold FOB Houston, Texas
Skagit PUD is responsible for shipping costs and applicable sales taxes.

This fee schedule includes at least one EV charging equipment and installation. It is anticipated that a
meeting shall be convened within 6 weeks of contract execution with Skagit PUD, InPipe Energy and the
Mount Vernon School District to finalize requirements, including EV charging.
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PUBLIC UTILITY DISTRICT NO. 1 OF SKAGIT COUNTY

Sole Source Justification Form

Vendor Name: InPipe Energy

Address: 220 Northwest 8" Avenue
City, State, Zip Portland, OR 97209
Phone Number: 1-503-341-0004

Contact Person: Gregg Semler, President and CEO

1. Description of Item (be specific including part number, quantity, quality, type
desired, proposed delivery date and any other significant terms of the purchase).

Turnkey Hydro XS pressure reducing energy recovery valve, net metering switchgear,
SCADA interface, electrical panel, bypass piping, electrical vehicle charging stations on
School District property.

2. This vendor is a sole source because:

®  sole provider of items that are compatible with existing equipment,
inventory, systems, programs or services

O  sole provider of goods and services for which the District has established a
standard (i.e., brand or manufacturer)

O  sole provider of factory-authorized warranty service

O  sole provider of goods or service that will meet the specialized needs of the
District or perform an intended function

U sole provider of a licensed or patented good or service
X other (provide explanation):

InPipe Energy was specifically named in the grant application without
which there would be no funding for this project. The PUD has one other
energy recovery unit that was installed by InPipe Energy. The PUD does not
anticipate many more of the these devices and would like to remain with one
vendor so the PUD can maintain familiarity with the one brand for
maintenance and purchasing of parts and supplies.

Form revised 05/11/17



chargers.

7 Partnerships and Collaboration (Mandatory, Scored) (5 pts)

List partnerships with community groups serving rural or vulnerable communities,
tribes, universities, local governments, and/or state or federal agencies. What roles do
the partners have in the project? How will they be compensated for their work? Share
any Memoranda of Understanding (MOU) from partners. Commerce will contact the
partner/writer of each MOU to confirm that they had the opportunity to review and
approve the final CEF application before it was submitted. If the partner did not provide
consent fo submit the application, and it was not reviewed and approved by the MOU
writerpartner, the application may be disqgualified.

The project involves partnership and collaboration between multiple parties, including
Skagit PUD, the Mt. Vernon School District and InPipe Energy, a WA contractor and
small business that specializes in energy recovery systems in water infrastructure.
Senior management of these organizations are in support of the project. No MOUs are
in place. Letters of support have been provided.

8 Building on Existing Strengths in Washington (Mandatory, Scored) (5 pts)

Excerpt from Clean Energy Fund (CEF) 5 Rural Clean Energy Program Application

3. What necessary features does this vendor provide which are not available from
other vendors? (be specific)

Funding for the project and permitting. Continuity with other equipment that is
already installed and under the PUD’s maintenance and operation.

4. What steps were taken to verify that these features are not available elsewhere?
(list names and phone numbers of other vendors and explain why they were not
suitable)

The funding application was prepared by the vendor. No other entities have
provided or facilitated 100% project funding.

This is a direct contract with the manufacturer, no other entities carry this brand
of product.

Statement of Requestor

My department’s recommendation for sole source is based upon an objective review of
the goods/services being required and appears to be in the best interest of the District. 1
know of no conflict of interest on my part or personal involvement in any way with this
request. No gratuities, favor or compromising action have taken place. Neither has my
personal familiarity with particular brands, types of equipment, materials or firms been a
deciding influence on my request to sole source this purchase when other suppliers are
known to exist.

April 17,2024

Signature of Requestér/ Date

Form revised 05/11/17
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Finance Manager

General Manager Approval

M Approved L Denied

George Sidhu, P.E., General Manager

Date

Date

Form revised 05/11/17
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Skaﬁ AGENDA ITEM #8.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: George Sidhu, P.E., General Manager
FROM: Mark Handzlik, P.E., Engineering Manager

SUBJECT: Service Line Inventory Services - Action

Requested Action:
Authorize the General Manager to enter into a contract with Hazen and Sawyer in the amount of
$128,041 for service line inventory services.

Background:

The recent Lead and Copper Rule Revisions (LCRR) requires all community and non-transient non-
community (NTNC) Group A water systems to submit service line inventories to their state primacy
agency by October 16, 2024. This requires water systems to review historical records and determine
appropriate identification methods to obtain private and utility-owned service line information.

The purpose of this project is to prepare the District for LCRR compliance through historical records
review, coordination with the state primacy agency (DOH), the development and submission of a
service line material inventory for each of our seven water systems, and the creation of a publicly
available electronic inventory to be hosted on the District’s website. The service line inventory will
become the baseline for understanding the preliminary number of non-lead, lead status unknown, lead,
and galvanized requiring replacement (GRR) service lines within the District’s seven water systems. A
preliminary records review indicates an extremely low probability of any lead or GRR service lines
existing on the utility-owned sections of service lines.

Fiscal Impact:
Funding for this project will come from the $250,000 allocation for professional services in the 2024
Engineering Transmission and Distribution Operating Budget.

Enclosures: 1. Service Line Inventory Services Condensed Scope and Fee


https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2612018/Service_Line_Inventory_Services_Condensed_Scope_and_Fee__rev._1.pdf

Public Utility District #1 of Skagit County
Service Line Inventory Services

Scope of Work and Fee Summary

Project Background and Purpose

The Lead and Copper Rule Revisions (LCRR) were promulgated by the United States
Environmental Protection Agency (USEPA) on January 15, 2021 and became effective on
December 16, 2021. The LCRR includes a 3-year timeframe for utilities to meet the new
regulatory requirements with a compliance deadline of October 16, 2024. State primacy
agencies retained the option to accelerate this timeline; however, the Washington State
Department of Health (DOH) is matching the EPA’s compliance deadline. The compliance
deliverables under the LCRR include:

e Lead Service Line (LSL) Inventory

e Lead Service Line Replacement Plan (if any lead, galvanized requiring replacement
(GRR), or lead status unknown service lines are present in the LSL Inventory).

e Compliance Sample Site Selection

e List of Schools and Childcare Facilities Requiring Testing

The LSL Inventory must include the public and privately-owned portions of each service line and
indicate whether the service line material is lead, galvanized requiring replacement (GRR), non-
lead, or lead status unknown. The LSL Inventory must include a location identifier for each
service line and must be made publicly available using an online electronic format for
Community Water Systems (CWSs) which service more than 50,000 people. To develop the
inventory, utilities are required to review historical records including plumbing codes, service
connection records, meter installation records, and available drawings. Results from the LSL
Inventory will serve as the foundation for the remaining compliance deliverables (LSL
Replacement Plan (if required), Sampling Plan, and the list of Schools and Childcare Facilities).

The recently proposed Lead and Copper Rule Improvements (LCRI) will add additional
requirements to the LSL Inventory effort, including requiring information on connector materials
between the meter and public/private service line sections, requiring validation of a subset of
any service lines designated as non-lead by methods other than records review or visual
inspection, and requiring identification of all unknown service line materials within 10 years of
submitting the baseline LSL Inventory. The proposed LCRI also negates the requirement for
selected LCRR deliverables, including the LSL Replacement Plan. Given the delays in finalizing
the LCRI, the USEPA has promised guidance to utilities that will clarify the deliverables required
for LCRR compliance.

Public Utility District No. 1 of Skagit County (SPUD) owns and operates seven water systems
within the County with 27,500 service connections. The largest system is the Judy Reservoir
system (Public Water System ID, PWSID, 79500E), a surface water system serving the cities of

4/23/2024 Page 1
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Public Utility District No. 1 of Skagit County
Service Line Inventory Services Scope of Work and Fee Summary

Mount Vernon, Sedro-Woolley and Burlington. All but one of SPUD’s remaining systems are
groundwater systems, and all are of a much smaller scale than the Judy Reservoir system.
These six smaller systems (Alger (PWSID 01400 K), Cedargrove (PWSID 11917 4),
Marblemount (PWSID AA642), Potlatch Beach (PWSID 69034 L), Skagit View Village (PWSID
96879 5), and Rockport (PWSID 73600 6)) would not trigger the publicly available, on-line
requirement for the inventory that is required for the Judy Reservoir system. However, SPUD
would like to develop the LSL Inventories for all of the systems in the same manner and make
them all publicly available for review.

The purpose of the project is to prepare SPUD for LCRR compliance through historical records
research, coordination with the DOH and the development and submission of a LSL Inventory
for each of their seven systems. The LSL Inventories will become the baseline for understanding
the preliminary number of non-lead, lead status unknown service lines, LSLs, and galvanized
requiring replacement (GRR) service lines within SPUD’s seven systems. Results from the
development of the LSL Inventories can be used to create service line identification action
plans, the public communications plan, sampling and monitoring plans and guidance on LSL
replacement.

The remainder of this document defines the specific tasks to be performed by Hazen and
Sawyer to meet the project purpose described above.

List of Tasks
The following tasks will be performed as part of this project:
Task 1: Project Management
Task 2: Regulatory Coordination
Task 3: Records and Code Review
Task 4: LSL Inventory Preparation

A detailed description of the scope of work for each of these four tasks is provided in the
remainder of this scope document.

Future tasks that Hazen may perform if authorized by SPUD include assistance with updates to
SPUD’s GIS, building an ArcGIS Hub for communicating with the public regarding lead
issues/service line inventory information, assisting SPUD with development of a Service Line
Identification Action Plan, providing support related to public outreach and communications
planning, providing assistance with sample site selection and sampling procedures, and / or
other tasks as required by the LCRR / LCRI and authorized by SPUD.

4/23/2024 Page 2
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Public Utility District No. 1 of Skagit County
Service Line Inventory Services
Engineering Fee Estimate

Arthur
Name Nicole Blute Aaron Duke Ryan O'Banion Becki Rosenfeldt |Henry Ricca Moncrieffe Malia Turner Addison Darr Megan Drummy
Predictive
Modeling / Public Notification,
Statistical Assistant Education and
Classification Program Director |Project Manager [GIS QAQC Program Advisor |Records Review |SLI/GIS Analysis Engineer2 Outreach
Hourly Rates S 422.20 | S 378.10 302.80 | S 378.10 | S 180.00 | S 140.50 | S 178.00 | $ 140.50 | S 178.00
Task LEVEL OF EFFORT (HOURS) Subtotal Hours Total Fee
Task 1 Project Management 49 S 16,403
1|Project Management 22 22( S 8,318
1|Kickoff Meeting 1 4 1 2 1 1 4 1 15| $ 4,054
1|Project Coordination Meetings and Calls 1 6 1 2 2 12| $ 4,031
Task 2 Regulatory Coordination 68 S 14,362
2|Regular Communication with DOH 2 8 10| s 1,880
2|Virtual Meetings with DOH 6 2 3 3 10 241 S 5,391
2|Prepare and Submit the Initial LSL Inventory 2 4 2 2 8 16 34| $ 7,091
Task 3 Records and Code Review 97 S 19,465
3|Develop Data Request 1 1 2 4] S 1,116
3|Data Review 1 4 2 4 12 8 40 71| $ 12,957
3[Small Group Meetings 6 1 3 12 22( S 5,392
Task 4 LSL Inventory Preparation 391 $ 77,811
4|Service Line Database Development P 12 8 6 40 24 92| s 19,065
4|Designate Service Line Materials 2 8 18 4 24 60 40 156 S 29,202
4Inventory Audit, Corrections and Identification of Data Gaps 4 2 6 16 12 18 58| S 11,482
4(LSL Inventory Findings Meeting / Script Updates 2 2 2 8 2 16| $ 3,277
4(ldentify Priority Areas for Field Testing 2 4 1 2 4 8 21| $ 5,102
4|Develop the LSL Inventory Visualization 2 6 4 24 12 48 S 9,683

Total 605 $ 128,041

Skagit PUD LCRR Fee, rev. 1
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Skaﬁ AGENDA ITEM #9.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: Board of Commissioners
FROM: George Sidhu, P.E., General Manager

SUBJECT: Public Records Act Resolution, Policy, and AP&P - Discussion

Requested Action:
For discussion purposes.

Background:

Existing resolutions 2238-16 and 2250-17 address the guidelines for inspection and copying of all the
PUD's public records. Since those resolutions were approved, there have been updates and changes to
RCW 42.56 Public Records Act and this new Resolution 2305-24 provides the updates. To ensure and
enforce compliance with the Public Records Act, the PUD is proposing to update the resolution to
create and adopt a formal policy (Policy #1033) establishing rules and requirements for how a request
for public records can be made, the fees for copies and fee determination, when requests are closed,
withdrawn, or considered abandoned, and how the PUD determines what records or information is
exempt and withheld.

A new Administrative Practice and Procedure (AP&P #2050) has also been created to detail how PUD
staff will conduct public record requests.

The updated resolution and new policy requires Board review and approval and the AP&P is also
provided for review and comment.

Fiscal Impact:
No financial impact of these changes is anticipated.

Enclosures: 1. Resolution #2238-16
2. Resolution #2250-17
3. DRAFT Resolution #2305-24 Public Records Act
4. DRAFT Policy #1033 Public Records Act and Disclosure
5. DRAFT AP&P #2050 Public Records Act and Disclosure
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RESOLUTION NO. 2238-16

A RESOLUTION OF THE COMMISSION OF PUBLIC UTILITY DISTRICT NO. 1
OF SKAGIT COUNTY, WASHINGTON, RELATING TO PUBLIC RECORDS AND
DISTRICT POLICY.

BE IT RESOLVED BY THE COMMISSION OF PUBLIC UTILITY DISTRICT
NO. 1 OF SKAGIT COUNTY, WASHINGTON, as follows:

Section 1 RECITALS AND FINDINGS.

1.1  The District is subject to Washington Public Records Act at Chapter 42.56
RCW. The Public Records Act is frequently referred to as the “PRA.”

1.2 Over 25 years’ ago, the District established its PRA policy, at Resolution
No. 1530-90, now superseded by Resolution No. 1712-96 (April 30, 1996). The District
has further addressed PRA issues in its Policy on Governance and Management.

1.3 PRA law has evolved over time, including its application topublic records
that may be on personnel computers or communications devices (such as smart phones).
For example, our Supreme Court holds that text messages on personal devices may be
public records-and required to be maintained and released in response to a public records
request (or, “PRR”). Nissen v. Pierce County, 183 Wn.2d 863 (2015).

1.4 The District is dealing with this emerging issue and PRRs for records on
‘personal devices. Issues have arisen regarding District responses regarding public
records that may exist on a personal device of a District officer or employee.

1.6.  The purpose of this Resolutionis to clarify and provide for management of
responses to PRRs and the conduct of individual officers and employees.

Section 2. DISTRICT PUBLIC RECORDS POLICY SUPPLEMENTED.
2.1 The District public records policy is clarified and updated by this
Resolution.

2.2 All officers and employees of the District, including elected officials, must
retain and produce public records within their ¢ontrol consistent with the PRA, including
records on personal devices such as lap top computers, tablets, phones and other devices.
As aresult, and to the fullest extent practicable, records are to be on the District’s system.
For example, all officers and employees have individual District email addresses and that
address shall be used for emails and related communications that are public records.
Records (that are public records) received on personal devices are to be forwarded to the
District for record maintenance before destruction, and in any event within twenty one
(21) days of receipt of a request. A public record on a personal device may be deleted
only if such destruction complies with the State’s Record Retention Schedule (which in
most cases is 6 years), or transferred to the District for retention or destruction.

2.3 Any record subject to a PRR shall not be destroyed until first produced by
each officer and employee to the District for review. Upon review, the District may
determine that the record is not responsive; or, the record is responsive and either (1)
produce the record consistent with the PRA, or (2) withhold or redact the record with
appropriate exemption log under the PRA. Because of the limited capacity and transitive
nature of text messages on many mobile devices, the District’s policy is to transcribe any
text messages (requiring retention) from mobile device(s) and save the records in
electronic form so they can be retained in electronic and/or paper form. Once the
requested text messages are transcribed and saved, the District’s policy permits the
removal of text messages that may be public records from personal device(s).

2.4 Upon request from an officer or employee, the District will review
personal devices of the officer or employee for public records. The cost of the review
shall be the responsibility of the District, including if necessary the cost of an outside
forensic investigation of the device. The District will not be responsible for individual
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officer and employee expenses that are not incurred or authorized by the District
(including but not limited to expenses arising out of an officer or employee failing to
produce records on personal devices or otherwise failing to cooperate with the District in
responding to a PRA request).

2.5 The District bears no responsibility for an employee’s or officer’s failure

to comply with the PRA or this Resolution that subjects the employee or officer to
remedies under the PRA. An intentional violation of the PRA or this Resolution may
also result in the denial of District defense and/or indemnification under the District’s
policies.

Section 3. EFFECTIVE DATE AND APPLICATION.

31 This Resolution shall take effect and be in force immediately on its
adoption, and applies to any public record (now or in the future) on a personal device of
an officer or employee; and, further applies to any pending PRR.

3.2 Consistent with Resolution No. 1712-96, the General Manger remains
responsible for monitoring and enforcement of this Resolution. In the case of absence or
disqualification of the General Manager, the Clerk ofthe Board shall be responsible.

3.3 In recognition ofthe limited resources available to the District, the District
reserves the right to prioritize responses to PRRs, such as responding to simpler PRRs
prior to the District’s response to earlier PRRs that are more extensive and difficult to
address.

ADOPTED by the Commission of Public Utility District No. 1 of Skagit County,
Washington, at a regular open public meeting thereof this 11th day of October, 2016.

Resolution No. 2238-17 2 0f2
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RESOLUTION NO. 2750-17

- . ¥ »
-

A RESOLUTION OF THE COMMISSION OF PUBLIC UTILITY DISTRICT NO. 1 OF
SKAGIT COUNTY, WASHINGTON, ESTABLISHING POLICY FOR PUBLIC INSPECTION
AND COPYING OF ALL THE DISTRICT’S PUBLIC RECORDS.

WHEREAS, Public Utility District No. 1 of Skagit County (the “District”) is a municipal
corporation, organized under the laws of the State of Washington. The governing board consists
of three elected commissioners. Each commissioner serves for a six-year term and a
commissioner position is on the election ballot every two years, and

WHEREAS, The Board of Commissioners establishes policy and appoints a General
Manager who is charged with the responsibility of operating the District within the guidelines
established. The Board of Commissioners meets regularly on the second and fourth Tuesday of
each month and rules of procedure are established by resolutions of the Board at those meetings,
and

WHEREAS, Public Utility District No. 1 of Skagit County is engaged in the transmission
of municipal and industrial water throughout certain areas of Skagit County in the State of
Washington, and

WHEREAS, the main office of the District is located at 1415 Freeway Drive, Mount
Vernon, Washington. The operation of the District is directed from the main office. The
established place where information may be made available to the public is at the aforesaid
location, and the person from whom authority to obtain such information is the General Manager.
Information will be made available to those parties who make such request for specific
information in writing either in person or by mail, and

WHEREAS, given District staffing levels and the District’s efforts to maintain
competitive utility rates, the Board of Commissioners finds that maintaining an index of District
documents would be unduly burdensome, nonetheless, the Minute Book has been designated as
the Official Record of the District wherein the following items may be found: Final opinions of
the Board; statements of policy; interpretations of policy; administrative staff instructions, as
well as the planning policy and goals, and

WHEREAS, adequate District facilities are available at the District’s office for the
purpose of copying public records requested by the public. While no fee shall be charged for the
inspection of public records, there will be a charge established for copying, and

WHEREAS, from time to time requests are made to inspect and copy public records of
the District, and

WHEREAS, the Commission recognizes the need for specific guidelines and
requirements for public inspection and copying of public records, unless the record falls within
the specific exemptions of Chapter 42.56.070(8), 42.56.210 and 42.56.230-480 RCW, or other
statutes which exempt or prohibit public disclosure of specific information or records, and

WHEREAS, it is understood that legal counsel may be sought in certain circumstances to
determine whether or not requests fall within statutory exemptions or prohibitions.

NOW, THEREFORE, BE IT RESOLVED that the Commission finds to be fair,
reasonable, necessary, and in the public interest and hereby adopts the following guidelines for
the District:

1. The District will provide forms for the requestot’s use.

2. The requestor will be required to fill out the form, or submit a request in person, by mail,
email, fax, or over the telephone.
The District’s clerk(s) will assign a number to the request.

4, Within five business days of the District’s receipt of a request for a public record, the
District will either (1) provide the record, (2) acknowledge receipt of the request and
provide an estimate of the time to respond, including but not limited to the time
necessary to determifie whether all or pomon of the public records requested are exempt
from disclosure under applicable statutes, or (3) deny the disclosure request, stating the
exemption on which the District based its decision.

5. The request form will be réuted for approval or denial.

Resolution No. 2250-17 Page 1 of 2
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6. Upon approval/denial, (by mail if necessary) a copy of the request will be returned to the
requestor. An estimate ofthe cost may be provided if requested by the requestor.

7. The routing copy will be used to initiate work. When the work is completed, the routing
copy will be used to notify Accounting ofthe fee.

8. Fees will be assessed pursuant to Chapter 42.56.070(7) and 42.56.120 (1-4) RCW, and
include the following:

a

A charge of fifteen cents ($0.15) per page for photocopies of public records, printed
copies of electronic public records when requested by the person requesting records,
or for the use of agency equipment to photocopy public records.

A charge of ten cents ($0.10) for public records scanned into an electronic format or
for the use; five cents ($0.05) per each four electronic files or attachment uploaded
to email, cloud-based data storage service, or other means of electronic delivery, and
ten cents ($0.10) per gigabyte for the transmission of public records in an electronic
format to send the records electronically. The charges identified in this subsection
may be combined to the extent that more than one type of charge applies to copies
produced in response to a particular request.

The District may charge a flat fee up to two dollars ($2.00) for any request as an
alternative to fees authorized under RCW 42.56.120 (1) or (b) when it reasonably
estimated and documents that the costs allowed are clearly equal to or more than two
dollars.

The actual cost of any digital storage media or device provided by the District, the
actual cost of any container or envelope used to mail the copies to the requestor, and
the actual postage or delivery charge.

In addition to the charge imposed for providing copies of public records, the District
may include a customized service charge. A customized service charge may only be
imposed if the District estimates that the request would require the use of
information technology expertise to prepare data compilations, or provide
customized electronic access services when such compilations and customized
access service are not used by the District for other District purposes. The
customized service charge may reimburse the District up to the actual cost of
providing the services under this subsection.

Whenever charges are required, such charges must be paid in full by the requestor
prior to receiving copies of the public records.

9. Public records will be made available for inspection and copying during the customary
office hours of the District which are Monday through Friday, excluding holidays, 8:00
AM through 5:00 PM.

BE IT FURTHER RESOLVED, that this resolution shall supersede Resolution No.

1712-96.

ADOPTED by the Commission of Public Utility District No. 1 of Skagit County, Washington, at
a regular meeting held this 24thday of October, 20177.
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RESOLUTION NO. 2305-24

A RESOLUTION OF THE COMMISSION OF PUBLIC UTILITY DISTRICT NO. 1
OF SKAGIT COUNTY, WASHINGTON, RELATING TO THE PUBLIC RECORDS
ACT (PRA)

WHEREAS, Public Utility District No. 1 of Skagit County (the “District”) is a
municipal corporation, organized under the laws of the State of Washington; and

WHEREAS, RCW 42.56 requires the District to make available to the public any
and all identifiable public PUD records, subject only to the exemptions and prohibitions
under RCW 42.56.070; and

WHEREAS, the Public Records Act requires the District to adopt a Public
Records Act Policy which outlines its procedures and methods whereby the public may
obtain information, make submittals or requests, or obtain copies; and

WHEREAS, the Public Records Act requires the District to assign a Public
Records Officer; and

WHEREAS, the Public Records Act requires the District to adopt a fee schedule;
and

WHEREAS, it is understood that legal counsel may be sought in certain
circumstances to determine whether requests fall within statutory exemptions or
prohibitions.

NOW, THEREFORE, BE IT RESOLVED that:

The District adopts Policy 1033, establishing rules and requirements for
compliance with the Public Records Act; and

The Public Records Officer (PRO) is the Clerk of the Board. In the Clerk’s
absence, the General Manager shall serve as the PRO; and

Adopts the following fee schedule for instances requiring a fee as outlined in
RCW 42.56.120.

The District reserves the right to waive fees for requests from other governmental
agencies.

BE IT FURTHER RESOLVED, that this resolution shall supersede Resolution
No. 2238-16 and No. 2250-17.

ADOPTED by the Commission of Public Utility District No. 1 of Skagit County,
Washington, at a regular meeting held this day of ,2024.
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Skcnﬁ
PUBLIC UTILITY DISTRICT

Public Records Act and Disclosure
Policy #1033

In accordance with the authority granted by Board Resolution #2305-24, a Public Records
Act and Disclosure Policy, as described below, is hereby established for Public Utility District
No. 1 of Skagit County.

Purpose:
The purpose of this policy is to establish rules and requirements for compliance with the

Public Records Act. Procedures that the District will follow in order to provide full access to
public records are outlined in AP&P #2050.

Public Records Act:

The Public Records Act, RCW 42.56, requires that all public records maintained by the District
be made available for inspection and copying “public records” in accordance with published
rules. The purpose of the act is to provide the public full access to information concerning the
conduct of government, mindful of individuals’ privacy rights and the desirability of the efficient
administration of government.

It is the policy of Skagit Public Utility District No. 1 to ensure access to public records without
discrimination and to provide appropriate safeguards for information exempted or prohibited
from disclosure by statute.

What Records are Public:

A public record is any writing that is prepared, owned, used, or retained by the District and
which contains information that relates to the conduct of government or the performance of any
governmental or proprietary function. The term “writing” is broadly defined to include not only
traditional written records but also photos, maps, videos, audio recordings, voicemails, emails,
and text messages.

Public Records Officer:

The District’s Public Records Officer (PRO) is the Clerk of the Board. The PRO will oversee
compliance with the Act, but other District staff may process requests. The PRO may be
contacted at prr@skagitpud.org or by calling 360-848-7104. In the absence of the Clerk, requests
can be made to the General Manager.

Public Record Requests:
Any person wishing to inspect or copy public records of the District shall make the request to the
Public Records Officer. Public records are available for inspection during the District’s regular
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business hours, which are Monday through Friday from 8 a.m. to 5 p.m., excluding District
holidays. Records may not be removed from District property.

Requests can be made:

In person/mail: 1415 Freeway Drive, Mount Vernon, WA 98273
By email: prr@skagitpud.org
By phone: by calling 360-848-4460

The request should include the following with sufficient information to allow us to communicate
with the requester and provide sufficient information to allow the District to readily identify the
record or records requested:

Name of requester

Full address of requester

Telephone number of requester

Email address of requester

Date and time of request

A complete description of the requested record
The title and date of the requested record, if known
The location of the requested record, if known

NN R =

Fees

If the requester wishes to have physical or electronic copies of the records made instead of
simply inspecting them, the requester should so indicate. The requester will be required to pay
any production fees and charges as set forth in RCW 42.56.120 in full prior to receiving copies
of the public records:

Photocopies $0.15 per page side
Scanned paper documents $0.10 per page side
Electronic files $0.05 for every 4 files
Electronic files over 1 gigabyte $0.10 per gigabyte

Electronic storage media (USB, CD, etc)  Actual media costs

The District may charge the actual costs of providing public records, which may include the
actual costs of providing photocopies, all costs “directly incident” to shipping or mailing the
records, including postage and delivery charges, and the cost of any container or envelope used,
and staff time to copy and mail the requested public records.

In addition to the fee for providing copies, the District may include a customized service charge

if the request would require the use of information technology expertise to prepare data
compilations or customized electronic access services when such compilations and customized
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access services are not used by the District for other District purposes. The requester will be
notified in advance of the reasons for the customized service charge and an estimate of the costs.

Whenever charges are required, the requester must pay them in full before receiving copies of
the public records.

The District reserves the right to waive fees for requests from other governmental agencies.

Fee Determination
No fee will be charged for:
e The inspection of a public record
e The record(s) is found on the District’s website.

Fees will be waived when:
e A records request is made by a federal, state, or local agency, or
e The total fees of paper copies or scanned pages amount to $10.00 or less, including the
cost of envelope, container, or device, and postage as necessary, or
e All responsive records are electronic and can be provided in one email or a shared link.

No sales tax will be charged.

Deposit
For large requests, the PUD may require a deposit of ten percent (10%) of the estimated total.

Closing, Withdrawn, or Abandoned Requests

If the requestor withdraws the records request, fails to clarify a request when asked, fails to
inspect the records within 15 business days of notice that the records are available for inspection,
or fails to pay the deposit or final payment for the requested copies, the records request shall be
deemed abandoned and closed. The requestor will be notified that the request has been closed
and that no further action will be taken.

Compliance:
This policy applies to all employees, Commissioners, and any applicable third-party record

holders and covers all District public records. All employees are expected to have a general
knowledge and understanding of the PRA, and, when requested, assist in the disclosure
process in an efficient and cooperative manner. Applicable employees will be provided
training on public records request processing requirements.

Records Exempt from Public Disclosure:

The District reserves the right to determine whether a public record, or portion thereof, is
exempt from disclosure under the Act or other applicable law, and to withhold such record,
or portion thereof, from disclosure and/or copying.

If any record, in whole or in part, is determined to be exempt from disclosure, the District
shall provide the requester with a written statement of the specific exemption authorizing the
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withholding of the record and shall provide a brief explanation of how the exemption
applies to the record withheld.

The District will not provide or sell public records for private gain or commercial purposes. A
requester will not be asked to disclose the purpose of the request, with two exceptions:

1) If the request is for a list of individuals, the requester will be required to fill out an affidavit
relating to commercial purpose usage. Records will not be produced until an affidavit is
provided to the District if it is determined that a commercial purpose may exist. The District,
by law, is prohibited from disclosing public records lists for individuals when the intent is to
use the information for commercial purposes.

2) A requester may be asked the purpose of the request only if such information will
sufficiently allow a determination if another statute prohibits disclosure.

Former Title/Policy #: |
Board Approval Date:
Effective Date:

Revision Date: N/A

General Manager Signature: Date:
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PUBLIC UTILITY DISTRICT

Public Records Act (PRA) and Disclosure
Administrative Practice & Procedure #2050

As outlined in District Policy #1033, this Administrative Practice & Procedure (AP&P) sets
forth the standard procedures for the District’s handling of public record requests (also known as
public disclosure requests). This AP&P does not apply to discovery requests made in conjunction
with litigation, subpoenas, or other legal proceedings.

Public Record Requests:

Any record subject to a public records request shall not be destroyed until reviewed by the District.
The District may determine that the record is not responsive or the record is responsive and either (1)
produce the record or (2) withhold or redact the record with the appropriate exemption log.

In the event a request is overly broad, the District may seek clarification, ask the requester to
prioritize the request so that the most important records are provided first, and/or communicate with
the requester to limit the size and complexity of the request. The District may also provide the
responsive records in installments over time. When a request uses an inexact phrase such as “all
records relating to” and declines to clarify the scope of the request, the PRO may interpret the request
to be for records that directly and fairly pertain to the topic. The phrase is inherently ambiguous, and
requesters are encouraged to avoid using the phrase when possible to avoid unnecessary delays.
When the requester has found the record(s) they are seeking, the requester should advise the PRO
that the requested records have been provided and the remainder of the request may be canceled.

Records requests may only encompass existing records. They cannot be used to obtain copies of
records not yet in existence. The District is not obligated to create a new record to satisfy a records
request. However, the District may, at its discretion, create such a new record to fulfill the request
where it may be easier to create a record responsive to the request than to collect and make available
voluminous records that contain small pieces of information responsive to the request. In addition,
the District is not obligated to hold current records requests open to respond to a request for records
that may be created in the future. If a public record is created or comes into the possession of the
District after a request is received by the District, it is not responsive to the request and will not be
provided. A new request must be made to obtain later-created public records.

Processing Requests:
Within five (5) business days of the District’s receipt of a request for a public record, the District will
either:

1. Provide the record, or

2. Acknowledge receipt of the request and provide a reasonable estimate of when records
will be provided, or

3. Seek clarification, or

4. Deny the request.
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The District may respond to a request using one of the methods below to provide the requestor access
to the record(s):
e Provide access to records for in-person review;
e A link to the District’s website containing an electronic copy of the record;
e For large requests: a OneDrive link to the folder containing the records or an electronic
memory stick with the requested records;
e For small requests: an email attachment.

In no event will the District allow a requester to bring their own portable device and connect to the
District’s network.

The PRO should be consulted prior to responding to a request, Cc’d in all email communications, or
provided with a copy of communications along with access to the record(s) provided.

Additional time to provide access to records may be needed to clarify the scope of the request, locate
and assemble the records, redact confidential information, prepare an exemption log, notify third-
party persons or agencies affected by the request or consult with the District’s Attorney about
whether any portion of the records is exempt from disclosure. Should an extension of time be
necessary to fulfill the request, the PRO will provide a revised estimate and explain the changed
circumstances that make it necessary.

Should clarification be required, the PRO will contact the requestor in writing, asking that
clarification be provided within five (5) business days. Any such correspondence will include the
warning that failure to respond will result in the PRO considering unclear portions of the request
abandoned per RCW 42.56.520(3).

The District will conduct a reasonable search for responsive records and will notify the requester if
records are available and of any associated fees. The requester has 15 business days to either review
the records or pay any charges and pick up the documents they requested. The request will be
considered abandoned and administratively closed without further communication to the Requestor if
the requester does not review or pick up the requested documents within those 15 days. Once an
inspection has been completed or copies provided, the PRO will indicate that the request is closed,
and no further action will be taken by the District.

All employees of the District, including elected officials, must retain and produce public records that
are consistent with the PRA and within their control, including records on personal devices such as
laptop computers, tablets, phones, and other devices. When requested and in a timely fashion, all
employees will search records within their area of responsibility and track and report to the PRO the
staff time expended in searching and responding.

Employees should be aware that work-related text messages on both personal and work cell phones
are public records subject to the PRA. Employees have a duty to maintain such records and should
consult with their Supervisor or the PRO on effective ways of transferring the message(s) to the
District’s network.

If the District does not respond in writing within five (5) business days of receipt of the request, the
requester should contact the PRO to determine the reason.
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Some records are exempt, in whole or in part, from disclosure. If the District believes that a record is
exempt and should be withheld, the PRO will state the specific exemption in a log and provide a brief
explanation of why the record of a portion thereof is being withheld. If only a portion of a record is
exempt from disclosure, but the remainder is not exempt, the PRO will redact the exempt portions,
provide the nonexempt portions, and indicate to the requester why portions of the record are being
redacted.

Notice to Third Parties:

If the requested records contain information that may affect the rights of others and/or may be
exempt from disclosure, the District may notify that individual or organization to allow the third
party to seek relief pursuant to RCW 42.56.540. The District may take this into account when
providing an estimate for when the records will be available. The notice to the affected person(s) may
include a copy of the request.

Review of Denials of Records:

Any person who objects to the denial of a request for a public record may petition for prompt review
of such denial by tendering a written request for review to the Public Records Officer. The request
shall specifically refer to the written reason for denial. The District will review the decision and
either affirm or reverse the denial by the end of the second business day following receipt of the
written request for review.

The requestor has the right to seek judicial review in the appropriate legal venue.

Index of Public Records:

Maintaining an index of District records is unduly burdensome, costly, and would interfere with
District operations due to the number and complexity of records generated. The District, however,
maintains an index of Resolutions adopted by the Board of Commissioners, which is available on the
website and/or may be requested from the Public Records Officer.

Disclaimer of Liability:

Neither the District nor any elected official or employee shall be liable, nor shall a cause of action
exist, for any loss or damage based on a release of Public Records if the person releasing the records
acted in good faith in attempting to comply with the Public Records Act.

This policy is not intended to expand or restrict the rights of disclosure or privacy as they exist under
state and federal law. Despite the use of any mandatory terms such as “shall,” nothing in this policy
is intended to impose mandatory duties on the District beyond those imposed by state and federal
law.

Former Title/Policy #: |

Board Approval Date:

Effective Date:

Revision Date: N/A

General Manager Signature: Date:
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Skaﬁ AGENDA ITEM #10.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: George Sidhu, P.E., General Manager
FROM: Alistair R. Boudreaux, M.P.A., IT Manager

SUBJECT: Information Technology (IT) Policy Adoption - Discussion

Requested Action:
For discussion purposes only.

Background:

The IT Acceptable Use and IT Information Security policies are essential for safeguarding the PUD’s
technological infrastructure and data integrity. These policies define the acceptable and secure ways
employees can utilize the organization’s information technologies, including computers, networks, and
data.

By clearly outlining what is deemed permissible and what is not, these policies help prevent potential
security breaches, data theft, and loss of sensitive information. They also ensure compliance with
regulatory requirements, protect against legal issues, and mitigate risks associated with cybersecurity
threats.

In addition to the policies presented for approval, IT standards are included. The IT standard provides
detailed, actionable specifications on technologies and procedures to ensure consistency and compliance
with these policies.

The standards are different from our Administrative Practices and Procedures (AP&P’s) in that they do
not apply universally to all staff members. The standards are intended to apply mainly to anyone who is
responsible for implementing or maintaining any system that exists in our IT environment.

The following standards have been created to complement the policies:

ITS #4001 - Auditing

ITS #4002 - Change Management

ITS #4003 - Configuration Management

ITS #4004 - Data Classification and Handling
ITS #4005 - Data Disposal

ITS #4006 - Disaster Recovery

ITS #4007 - Email Security

ITS #4008 - Identification and Authentication
ITS #4009 - Media Protection

ITS #4010 - Risk Assessment and Management
. ITS #4011 - Security Awareness Training and Testing
. ITS #4012 - Security Incident Response
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13. ITS #4013
14. ITS #4014

The format of both the policies and the standards follow industry standards that correspond to the
Center for Internet Security’s (CIS) critical security controls version 8 as well as the National Institute
of Standards and Technology’s (NIST) security and privacy controls for information systems and

- System Integrity and Vulnerability Management
- System Maintenance

organizations SP 800-53 Rev. 5.

These policies and standards will be reviewed on an annual basis and will be revised as the IT

landscape evolves.

Fiscal Impact:

There will be no fiscal impact to the PUD.

Enclosures:

1. 1050 - IT Acceptable Use Policy

2. 1051 - IT Information Security Policy
3. 4001 - Auditing

4. 4002 - Change Management

5.
6
7
8

4003 - Configuration Management

. 4004 - Data Classification and Handling
. 4005 - Data Disposal

. 4006 - Disaster Recovery
9.

4007 - Email Security

10. 4008 - Identification and Authentication

11. 4009 - Media Protection

12. 4010 - Risk Assessment and Managment

13.4011 - Security Awareness Training and Testing

14. 4012 - Security Incident Response

15. 4013 - System Integrity and Vulnerability Managment
16. 4014 - System Maintenance
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Skagit

PUBLIC UTILITY DISTRICT

Information Technology Acceptable Use
Policy #1050

In accordance with the authority granted by Board Resolution No. 2160-09, an Information
Technology Acceptable Use Policy, as described below, is hereby established for the Public
Utility District No. 1 of Skagit County (PUD).

Purpose

The appropriate use of Information Technology (IT) plays an integral part in the fulfillment of the PUD’s
vision, mission, and values. The Acceptable Use Policy (AUP) provides the guiding principles for the use of IT
Resources, and users of PUD IT Systems are expected to be good stewards of these resources and act
responsibly. All users must comply with federal, state, and local laws and PUD policies when using PUD IT
Systems.

Scope

This policy applies to all users of PUD IT Systems, including but not limited to all staff, contractors, or others
engaged on the PUD’s behalf. It applies to the use of all PUD IT Systems, including systems, networks, and
facilities administered by the PUD.

This policy also governs the use of PUD IT Systems, even when carried out on a privately owned computer or
other devices that the PUD does not own, manage, or maintain.

Acceptable Use
PUD IT Systems may be used only for authorized purposes — supporting the PUD’s business functions. Users
are entitled to access only those elements of IT Systems that are consistent with their job duties.

Unacceptable Use
Users are prohibited from the following actions when using PUD IT Systems:

= Unauthorized use of PUD IT Systems for commercial purposes or personal gain
= Transmitting commercial or personal advertisements, solicitations, or promotions

All users are prohibited from using PUD IT Systems in a manner that violates law or policy or adversely
affects network service performance. Examples of Unacceptable Use include, but are not limited to, the
following:

= Activity that violates federal, state, or local law

= Activity that violates any PUD policy

= Activities that lead to the destruction or damage of equipment, software, or data belonging to others or
the PUD

= Circumventing information security controls of PUD IT Systems
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» Releasing malware

» Intentionally installing malicious software

»  Impeding or disrupting the legitimate computing activities of others

= Unauthorized use of accounts, access codes, passwords, or identification numbers
= Unauthorized use of systems and networks

= Unauthorized monitoring of communications

This list is not complete or exhaustive. It provides examples of prohibited actions. Any user in doubt about the
acceptable use of PUD IT Systems should contact the IT Manager for further clarification and assistance.

Definitions

IT Systems

Any equipment or device that can store, process, or transmit electronic PUD data. This includes but is not
limited to, servers, personal computing devices, applications, printers, networks (virtual, wired, and wireless),
supervisory control and data acquisition (SCADA) systems, building control systems (BCS), phones, and cell
phones, tablets, video surveillance equipment, radio equipment, routers, online and offline storage media and
related equipment, software, and data files that are owned, managed or maintained by the PUD.

User
A “User” is any person, whether authorized or not, who uses any PUD IT System from any location.

Enforcement and Exceptions
Violations of this policy may result in disciplinary action up to and including termination.

The IT Manager and the General Manager are authorized to grant exceptions to the requirements outlined in

this policy. Exception requests must be submitted in writing and include a detailed business case supporting

the need for the exception. Any consideration of an exception will require a thorough review of the situation.
An approved exception will require the implementation of appropriate compensating controls.
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Skagit

PUBLIC UTILITY DISTRICT

Information Security
Policy #1051

In accordance with the authority granted by Board Resolution No. 2160-09, an Information Technology
Acceptable Use Policy, as described below, is hereby established for the Public Utility PUD No. 1 of Skagit
County (PUD).

Introduction

Skagit Public Utility District (PUD) recognizes the importance of maintaining a secure Information
Technology (IT) environment to protect its critical infrastructure, data, and business operations. This policy
outlines the principles and framework for IT security within the PUD, adhering to the CIA triad of
Confidentiality, Integrity, and Availability.

CIA Principles:

= Skagit PUD is committed to achieving the following security objectives:

= Confidentiality: Protecting sensitive information from unauthorized access, disclosure, or use.
= Integrity: Ensuring the accuracy and completeness of information and systems.

= Availability: Maintaining the accessibility of information and systems to authorized users.

CIS Control Framework:

To achieve the CIA principles, Skagit PUD adopts the Center for Internet Security (CIS) Controls framework
as its cybersecurity roadmap. The CIS Controls provide a prioritized and actionable set of best practices for
mitigating cyber risks.

Policy Objectives:

This policy aims to:
= Establish clear expectations for all PUD employees and contractors regarding IT security practices.
= Define roles and responsibilities for managing IT security risks.

= Provide a framework for implementing and maintaining effective security controls.
= Promote a culture of security awareness and compliance throughout the PUD.

Policy Scope:
This policy applies to all PUD employees, contractors, and any third-party vendors who access PUD IT
systems and data. It covers all IT assets, including hardware, software, data, and network resources.

Policy #1051 1of2
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Key Policy Elements:

= Access Control: Implementing appropriate access controls to restrict access to PUD IT resources
based on the principle of least privilege.

= Data Security: Protecting sensitive data by using encryption, data loss prevention (DLP) tools, and
other appropriate security measures.

=  Vulnerability Management: Regularly identify and patch vulnerabilities in PUD IT systems and
applications.

= Incident Response: Having a defined process for identifying, responding to, and recovering from
security incidents.

= Security Awareness and Training: Providing regular security awareness and training programs to all
PUD employees and contractors.

= Third-Party Security: Ensuring that third-party vendors meet appropriate security standards and adhere
to PUD security policies.

= Policy Review and Update: Regularly review and update this policy to reflect changes in the IT
environment and security landscape.

Roles and Responsibilities:

= Executive Management: Responsible for providing leadership and resources for IT security initiatives.

= [T Manager: Responsible for developing and implementing the PUD's IT security program, including
the development of written policies and standards, risk management, and incident response.

= IT Department: Responsible for implementing and maintaining security controls on PUD IT systems
and data.

= All Employees and Contractors: Responsible for complying with this policy and taking appropriate
measures to protect PUD IT resources.

Enforcement:
Violations of this policy may result in disciplinary action up to and including termination.

The IT Manager and the General Manager are authorized to grant exceptions to the requirements outlined in

this policy. Exception requests must be submitted in writing and include a detailed business case supporting

the need for the exception. Any consideration of an exception will require a thorough review of the situation.
An approved exception will require the implementation of appropriate compensating controls.
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Skagit

PUBLIC UTILITY DISTRICT

Auditing
IT Standard #4001

Purpose
Skagit PUD monitors information systems to detect attacks, indicators of potential attacks, and unauthorized
use in accordance with established monitoring objectives.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard

1. General Audit Procedures
a. Skagit PUD will conduct regular reviews of records within information systems, such as
system event logs, access reports, and incident tracking reports. These reviews will occur on a
quarterly basis.
Responsibility for reviewing information system activity is assigned to the IT department.
Audits will be conducted based on risk management decisions made by the data owner.
d. Document the occurrence of all reviews in a log (see Appendix A). This documentation
should include:
1. What was reviewed,;
il. When the review took place;
iii.  The outcome (e.g., if unusual activity is discovered);
iv.  Steps taken to remediate unwanted activity from occurring again.
2. Auditable Events
a. Skagit PUD will implement a process, including the use of hardware and software where
appropriate, to capture and monitor activity on information systems. The following system
events will be captured and monitored:
i.  Device startup and shutdown;
ii.  Duration of login periods;
1ii. Whether data has been viewed or modified;
iv.  Failed login attempts;
v.  Use of elevated privileges;
vi. Security or privacy attribute changes;
vii. Security incidents.
b. Configure systems to send notifications to the IT department in the event of audit logging
failures. Failures may include:
1. Software and Hardware errors;
ii.  Failures in audit log capturing mechanisms;

e o
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iii.  Reaching or exceeding audit log storage capacity.
3. Audit Records
a. Audit records should include the following:
i.  Type of event;
1. Date and time of the event;
iii. ~ The component of the information system where the event occurred;
iv. The source of the event;
V. The outcome of the event (success or failure);
vi.  The identity of any individuals, subjects, or objects/entities involved with the event.
b. Skagit PUD will deploy a Security Information and Event Management (SIEM) tool to
aggregate records into a centralized location to assist with audit reviews.
c. System event logs must be stored for a sufficient amount of time to support the cadence of
periodic audits.

i.  To accommodate retention periods, event logs can be stored on an alternate system or
transitioned to an offline server, as needed, due to space constraints on primary
systems.

d. Controls are established to protect audit records, including limiting access to authorized
individuals.

i.  Configure the system to send notifications to the IT department should unauthorized

access, modification, or deletion of audit information be detected.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: AU-1, AU-2, AU-3, AU-4, AU-5, AU-6, AU-7, AU-9, AU-11, AU-12, AU-13
CIS Controls: 6, 8, 13, 14, 18
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Appendix A:

Audit Logging Review Tracking

What was reviewed? Date Outcome Remediation Efforts (as applicable)
EXAMPLE: [[Unauthorized use of elevated . .
([System Event Logs]] [[10/1/2017]] credentials]] [[Investigation ongoing]]
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Skagit

PUBLIC UTILITY DISTRICT

Change Management
IT Standard #4002

Purpose

Skagit PUD will manage changes to systems in a well-communicated, planned, and predictable manner. This
minimizes unplanned outages as well as unforeseen system issues and allows the organization to plan
accordingly. Effective change management requires planning, monitoring, communication, rollback, and
follow-up procedures to reduce negative impacts on the PUD’s users.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard

1. All changes to information resources (e.g., operating system, computing hardware, networks,
applications, data centers, etc.) are subject to this standard and must follow appropriate change
management procedures.

2. A change request must be submitted prior to changes being made. Change requests are to be
submitted via email to itsupport@skagitpud.org, with the subject line: “Request for change —
[system name].”

3. The IT manager will review the request for change and either approve (at times with
modifications) the request for deployment or reject it.

4. In preparation for approval or rejection, the IT Manager with appropriate IT personnel will
determine the following:

Designate the application owner of the system to be changed.

b. Review and identify potential risks associated with the change implementation (to
minimize the risk of disruption of service caused by the change).

c. The overall impact on other systems or impact on normal operation during and following
the change implementation (inherent risk).

d. The appropriate group within the PUD will communicate the change.
e. The best time/date for implementation (to minimize the impact on users).
5. The IT Manager with appropriate IT personnel will review the following:

a. Review previous, similar changes and the results of the changes in an attempt to avoid
any repetition of mistakes or negative impacts on users or organizational services.

b. Ensure that the changes do not negatively impact the overall system security.
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6. Ifthe IT Manager rejects the change request, the initial requester will be notified.
7. Ifthe IT Manager approves the change, the following approval and audit process will be followed:

a. The approved change request will be submitted to the application owner and the
appropriate IT support personnel.

b. Any issues identified during the review process that require special considerations (e.g.,
identified risks, potential security controls, etc.).

c. The application owner and IT support personnel, where applicable, will review, test, and
approve the revision prior to implementation into the production environment.

d. The revision will be released to the production environment by the application owner.

e. The application owner and IT support personnel will actively monitor and review
activities associated with the implemented change for a time period of two weeks.

8. Documentation of any change to any information resource will be maintained. This documentation
will be securely stored in the District’s document retention system. The following type of
information will be documented:

Date/time of the change.
b. Expected duration or length of time required to implement the change.

c. A brief description of the change - including what is to be changed and the overall effect
of the change.

d. The name of the individual responsible for implementing the change.
e. Indication of successful implementation or unsuccessful implementation of the change.

f.  An analysis of “lessons learned” for the changes due to any deviation from the plan,
resulting in an unplanned disruption of service, corruption of data, or disclosure of
confidential information.

Enforcement and Exceptions
Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: CM-3, CM-4, CM-5
CIS Controls: 2,4, 5,6, 11, 12
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Skagit

PUBLIC UTILITY DISTRICT

Configuration Management
IT Standard #4003

Purpose

The purpose of this standard is to ensure that all Skagit PUD laptops, desktops, systems, and other assets

are configured to Skagit PUD minimum required secure baselines to maintain integrity, confidentiality,
and availability of those assets. This standard ensures that Skagit PUD assets are tracked and
maintained securely and properly throughout their life cycle.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard

1. Skagit PUD creates and documents a baseline configuration for all assets managed by Skagit PUD.
These baselines must be followed at all times:
a. Windows OS Baseline:
i.  Must have Endpoint Protection installed and running at all times.

ii.  Must be added to Skagit PUD’s Mobile Device Management software.
iii.  Must have Data Loss Prevention software installed and running at all times.
iv.  Must have the Skagit PUD’s Virtual Private Network profile for remote work.
v.  Must follow Skagit PUD’s Password standard for all user profiles.
vi.  Must be up to date with all applicable security patches.

vii.  Must have Google Chrome installed and set as the default browser.

viii. ~ Must have only IT-approved software installed.

ix.  Must be segmented into the appropriate VLAN (dependent on role and department).
X.  Must follow the standard Skagit PUD device naming convention (see Appendix A).

xi.  Must have Full Disk Encryption enabled.
b. Browser Extensions Baseline

i.  Default browser is Google Chrome.
ii.  Endpoint Verification
iii. ~ RoboForm for password management.

iv.  Microsoft Teams and Zoom, for videoconferencing.
c. Printer and Scanner Baseline
i.  Must have all unnecessary ports and services disabled.
ii.  Must follow Skagit PUD’s Password Standard for all user profiles that are local on
the printer, scanner, and print server.
iii. ~ Must be up to date with all applicable security patches.
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iv.  Must be segmented into the appropriate printer VLAN.
v.  Must leverage full disk encryption for all attached drives
vi.  Upon decommissioning a printer, all hard drives must be removed from the device
and wiped prior to the printer leaving the facility.
vii.  Must follow the standard Skagit PUD device naming convention.
2. All baseline configurations will be reviewed and updated on a quarterly basis or whenever the
environment changes requiring a review.
3. All changes must follow the Change Management standard before any new changes are applied to the
established baseline configurations.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: CM-2
CIS Controls: 5, 11
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Appendix A:
Skagit PUD IT Hardware Naming Conventions

Skagit PUD has adopted the following naming conventions for PUD-owned devices connected to the PUD’s
network in order to a) uniquely identify devices and b) reduce the possibility of device naming conflicts. This
naming format is recommended in order to include the most information possible using the 15-character
maximum imposed by Microsoft Active Directory.

Laptops and Desktops

In general, laptops and desktops should begin with the first letter of the user’s first name, and the user’s entire
last name, and end with either “Ipt” for laptop or “dsktp” for desktop. Elements of the device name should be
separated, whenever possible, by a dash ( - ). A few examples:

= Correct: nsemrau-Ipt (11 characters)
= Correct: lgonzalez-dsktp (15 characters)

In cases where a worthwhile name would exceed 15 characters, it is permissible to adjust the name to signify
to whom the device has been assigned. For example:

= Incorrect: rhumerickhouse-Ipt (18 characters)
= Correct: ronh-Ipt (8 characters)

= Incorrect: aboudreaux-dsktp (16 characters)
= Correct: boudreaux-dsktp (15 characters)

Servers
The naming convention for servers
Prefix-Function-Environment-Number

=  Prefix will denote the type of device, such as a server.

=  Function/Role: Include the server's function or role, such as "WEB" for web servers, "DB" for
database servers, or "APP" for application servers.

= Environment: Add an identifier for the environment, such as "PROD" for production, "DEV" for
development, "TEST" for testing.

=  Number: Add a sequential number.

Examples: S-WEB-PROD-01
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Skagit

PUBLIC UTILITY DISTRICT

Data Classification and Handling
IT Standard #4004

Purpose

Skagit PUD will establish a framework and define terminology for classifying data. Data will be classified
based on its confidentiality, availability, and integrity (CIA). Data will be classified based on business
needs and legal requirements.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard

1. The IT Manager is responsible for the following:

a. Development, implementation, maintenance, and compliance monitoring of information
classifications as defined and assigned by this policy.

b. Ensuring the effectiveness of deployed controls to conserve information classifications
of all systems.

2. The information classification process must include the following:

a. Identification of information assets:

i.  Identification of information assets involves creating an inventory of all
information assets within the organization. The following items need to be
considered when constructing this inventory:

1. Grouping of information assets.

2. Determining the information owner.

3. Determining the information custodian.
4. Identifying information assets.

b. Classification of information assets by confidentiality, integrity, and availability (CIA).
CIA classifications play an important role in protecting sensitive, private information
from unauthorized access. These classifications will assist Skagit PUD in implementing
security controls as well as in planning contingency and disaster recovery efforts:

i.  Confidentiality classifications assist in defining the access restrictions needed to
prevent data disclosure in order to protect personal information and secure
organization data.

ii.  Integrity classifications ensure the authenticity of information by protecting it
against improper modification or deletion.

iii.  Availability classifications ensure reliable access to information and the ability
to use said information within a short time span.
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iv.  The Data Owner is responsible for the determination of the classification of
information assets by evaluating the criticality and data associated with the
asset.

1. [Ifappropriate, subject matter experts who have specific knowledge
about an information asset, may be utilized during the classification
process. The IT Manager, Network Administrator or Application Owner
may also be called upon to advise and assist in determining
classification categories.

v.  All Skagit PUD-owned information assets will be classified according to
confidentiality, integrity, and availability to establish a baseline.

vi.  Skagit PUD will use these classifications to assist in building contingency plans
and recovery operations as well as to aid in determining baseline security
controls for the protection of data and assets.

3. Confidentiality Classifications

a. Allinformation systems and assets will carry a confidentiality classification as defined
by one of the following categories:

i.  Confidential - The assets which have high confidentiality value belong to this
category. Only a limited set of authorized users will access these information
assets. Examples include internal business strategy and personnel files.

ii.  Project / Process / Department specific - The assets that contain data
pertaining to the needs of a specific department, project team, or business
process, belong to this category. Such information assets will be accessible to
members of the concerned department, project, or business process only.

ili.  Internal - The information assets which can be distributed within all offices of
Skagit PUD belong to this category. Examples are office orders and internal
memos.

iv.  Public - The assets that can be disseminated to the general public belong to this
category. Examples include an annual financial report of Skagit PUD and
information displayed on Skagit PUD’s website.

b. Ifan asset has not been assigned a confidentiality classification, the data will have a
default classification of Internal.

c. Ifan asset falls into multiple classifications, the asset must be classified at the higher
level.

d. Handling and labeling of all assets will be according to its indicated classification level.

e. Depending on the classification of information, electronic transmission, copying, and
distribution of copies of such information, will require prior approval of the General
Manager or IT Manager as applicable.

f. Mailing and/or shipment of confidential information will require that information be
sent through a reputable mail service/courier with proper authentication and tracking.

g. Confidential information will be stored with proper security and/or in safe lockers.

h. Disposition of Confidential and Project/Process/Department-specific information will
require shredding in the presence of the General Manager, Public Records Officer, or
Project Manager as applicable.

i. Appropriate access restrictions will be applied to prevent access from unauthorized
personnel.

j. Aformal record of the authorized recipients of data will be maintained.

k. All copies of media will be clearly marked for the attention of the authorized recipient.

1. The distribution of data will be based on “need to know” and “need to use” principles.

m. Distribution lists and lists of authorized recipients will be reviewed at quarterly
intervals.

4. Availability Classification
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a. Allinformation systems and assets will carry an availability classification as defined by
one of the following categories:

i.  High - The potential impact is high if— The lack of availability could be
expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, or individuals.

1. Asevere or catastrophic adverse effect means that, for example, the loss
availability might:

a. cause asevere degradation in or loss of mission capability to an
extent and duration that the organization is not able to perform
one or more of its primary functions;

b. resultin major damage to organizational assets;

¢. result in major financial loss; or

d. resultin severe or catastrophic harm to individuals involving
loss of life or serious life-threatening injuries.

ii. = Moderate - The potential impact is moderate if— The lack of availability could
be expected to have a serious adverse effect on organizational operations,
organizational assets, or individuals.

1. Aserious adverse effect means that, for example, the loss of availability
might:

a. cause a significant degradation in mission capability to an
extent and duration that the organization is able to perform its
primary functions, but the effectiveness of the functions is
significantly reduced;

b. resultin significant damage to organizational assets;

c. result in significant financial loss; or

d. resultin significant harm to individuals that does not involve
loss of life or serious life-threatening injuries.

ili. =~ Low - The potential impact is low if—The lack of availability could be expected
to have a limited adverse effect on organizational operations, organizational
assets, or individuals.

1. Alimited adverse effect means that, for example, the loss of
confidentiality, integrity, or availability might:

a. cause a degradation in mission capability to an extent and
duration that the organization is able to perform its primary
functions, but the effectiveness of the functions is noticeably
reduced;
result in minor damage to organizational assets;

c. resultin minor financial loss; or

d. resultin minor harm to individuals.

5. Integrity Classification
a. All information systems and assets will carry an integrity classification as defined by one
of the following categories:

i.  High - Severe and/or catastrophic consequences are expected from the
unauthorized modification or deletion of the specific data, affecting Skagit PUD’s
operations, assets and/or individuals.

ii. ~ Medium - Serious consequences are expected from the unauthorized
modification or deletion of the specific data, affecting Skagit PUD’s operations,
assets and/or individuals.

ili. ~Low - Limited consequences are expected from the unauthorized modification
or deletion of the specific data, affecting Skagit PUD’s operations, assets and/or
individuals.
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Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: RA-2
CIS Controls: 3, 5
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Purpose

Skagit

PUBLIC UTILITY DISTRICT

Data Disposal
IT Standard #4005

This standard aims to ensure that essential records and documents are properly destroyed and that records that
Skagit PUD no longer require or are no longer beneficial are disposed of as soon as possible. This standard
should enable Skagit PUD's personnel to understand their responsibilities concerning the disposal of any type
of information created, received, or transmitted within the organization, regardless of physical format.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard. This standard applies to all records generated during Skagit PUD’s operation, including original
documents and duplicates.

Statement of Standard
1. Record Retention Schedule

a.

The Record Retention Schedule, contained in the appendix of this document, is
authorized as the maintenance and retention schedule for records created, maintained,
and stored at Skagit PUD. A record must not be retained beyond the period indicated in
the Record Retention Schedule unless given a sound and written business reason for its
continued retention.
i.  The Public Records Officer will annually review the record retention and
disposal schedule and monitor compliance with this standard.

2. Exceptional Circumstances

a.

If Skagit PUD is served with a subpoena or a request for documents is made, or if any
employee learns that Skagit PUD is the subject of a government audit or investigation,
the General Manager must be notified.

In the case of an exceptional circumstance, no documents may be disposed of. Skagit
PUD will communicate through the Public Records Officer to cease the disposal of
papers.

3. Data Destruction

a.

b.

Third Party Data Disposal
i.  When a piece of data is no longer required for business purposes, it should be
deleted, as long as doing so does not violate any regulations, Skagit PUD’s data
retention policy, or any of Skagit PUD’s clients, subsidiaries, or other entities.
1. Disposal includes but is not limited to, clearing, purging, or destroying.
ii.  Ifclient data is backed up on production systems, to adhere to Skagit PUD’s data
retention and contractual obligations, any data that is no longer required should
be sanitized.
Device Destruction and Sanitization
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i.  Skagit PUD only allows disposal without sanitization when the data would not
impact the organization's goals, result in harm to organizational assets, and
would not cause any financial loss or harm to any particular person.

1. Sanitization is the process of purposefully deleting or destroying data
from a storage device so that it cannot be recovered.

ii.  Skagit PUD ensures storage media for laptops are not sold.

iii. Before giving ownership of a laptop to another employee or destroying said
laptop, all media should be sanitized.

iv.  Skagit PUD employs successive writes of patterned data to ensure that data
cannot be easily recovered using traditional methods or software. If purging the
media is required, a minimum of seven passes qualifies as a purging process.

v. A sanitization verification process will be completed to ensure that Skagit PUD
truly cleaned the target data. A complete reading of all accessible areas will be
done to verify that the data is irretrievable.

c. Data Retrieval Prevention

i. To prevent data retrieval, Skagit PUD ensures solid-state devices, SD cards, and
USB sticks are physically destroyed, and the proper safety procedures are
followed.

d. Documentation

i.  For each piece of hard or soft copy media that has been sanitized, the IT
Manager must fill out a form with all information pertaining to the media being
destroyed.

1. The confidentiality of the data will determine whether to complete the
record or form for data destruction. The organization may decide not to
complete a form for a large number of devices that contain data with
very low confidentiality data.

2. The individual sanitizing the media will enter the information into the
Record of Sanitation Form (Appendix B) and scan each bar code as they
are being cleaned, if necessary.

Enforcement and Exceptions
Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: MP-6
CIS Controls: 8, 13
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Appendix A: Record Retention Schedule

Data Owner General Manager
CORPORATE RECORDS
Data Type Storage Location Retention Period | Action [[Delete/

Archive]]

Atrticles of Incorporation,
Bylaws, Corporate Seal

Permanent Record

Board policies, resolutions,
meeting minutes and committee
meeting minutes

Permanent Record

Contracts

Permanent Record
or 6 years after
expiration

Buy-sell agreements

Permanent Record

Construction documents

Permanent Record

Fixed Asset Records

Permanent Record

E-mails (business related)

3 years

Data Owner General Manager
PROPERTY RECORDS
Data Type Storage Location Retention Period Action [[Delete/

Archive]]

Property Deeds, Assessments,
Licenses, Rights of Way

Permanent Record

Original Purchase/Sale/Lease
Agreements

Permanent Record or
6 years after
expiration

IT Standard #4005
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Construction documents

Permanent Record

Data Owner Finance Manager
TAX RECORDS
Data Type Storage Location Retention Period Action [[Delete/
Archive]]

Payroll tax withholdings 7 years
Tax Returns: Income, Franchise, 7 years
Property
Payroll Tax Records 7 years
Data Owner Finance Manager

CCOUNTING AND FINANCE RECORDS
Data Type Storage Location Retention Period Action [[Delete/

Archive]]
Accounts Payable and 7 years
Receivables ledgers and
schedules
audit reports and financial Permanent
statements
Bank statements, canceled 7 years
checks, deposit slips
Annual plans and budgets 2 years
Electronic fund transfer 7 years
documents
Payroll registers (gross and net) Permanent Record
or 3 years from the
last date of entry
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Employee expense reports 7 years
Invoices 7 years
Data Owner HR Manager
PERSONNEL RECORDS
Data Type Storage Location Retention Period Action [[Delete/

Archive]]

EEO-1 Reports (Employer
Information Report)

Filed annually with
the EEOC and the
Department of
Labor, Office of
Federal Contract
Compliance
Programs, most
recent kept on file

Employee applications and
resumes

1 year from date of
making record

Employee benefit plans subject to 7 years
ERISA
Collective bargaining agreements 3 years

Benefits descriptions per
employee

Permanent Record
or 4 years

W-2 and W-4 Forms and
Statements

As long as the
document is in
effect or 4 years

Time cards, wage rate tables, pay
rates, work and time schedules,
records of additions to or
deductions from wages, etc.

2 years

Employee offer letters

1 year from date of
making record
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Records relating to background
checks on employees

5 years from
effective date

Employment contracts

3 years from
termination

1-9 Forms

3 years after date
of hire

Salary schedules; ranges for each
job description

2 years

Workers’ compensation records

Duration of
employment + 30
years

Appendix B: Record of Sanitization
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Name Title

Organization: Location: Phone:

Make/ Vendor: Model #:

Serial Number:

Media Type: Property ID:
Classification: Data Backed Up:
Backup Location

Method Used: Notes:

[[Internal Re-use, External location for destruction, or external dump location]]

Signature:
Signature:
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Purpose

Skagit

PUBLIC UTILITY DISTRICT

Disaster Recovery Planning
IT Standard #4006

Skagit PUD is responsible for developing, distributing, coordinating, reviewing, updating,
communicating, and protecting a disaster recovery plan.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this

standard.
Statement of Standard
1. General

a. Skagit PUD leaders are responsible for matters involving the establishment and maintenance
of the disaster recovery plan. This includes developing and approving the plan, allocating
resources, and prioritizing the recovery plan and related activities.

b. The Skagit PUD IT department is responsible for ensuring the ongoing availability of the
information resources necessary for continued operations, as defined in the disaster recover
plan.

c. The disaster recovery plan must align with the organization's other plans that are related to

emergency or unexpected situations.

2. Data Backup

a.

o a

The frequency and extent of backups will be determined by: The importance of the
information as defined in the Skagit PUD data classification standard the potential impact of
data loss or corruption; and the data owner's risk management decisions.

Data backups will be stored at an alternate storage location, away from the primary storage
site. This is the iLand backup facility in Texas.

The backup and recovery processes for each system, including those for offsite storage, will
be documented and reviewed on an annual basis.

Skagit PUD will have a defined and documented data backup schedule.

Processes must be in place to verify the success of information resource backups.

Backup media must have, at a minimum, the following information that can be readily
identified:

i. System name;
1. Creation date;
iii. Sensitivity classification of the backup data;
iv.  Contact information identifying the data owner.

g. Protect data backups from unauthorized access.
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3. Disaster Recovery Plan
a. The documented disaster recovery plan will include the following elements:

i. A business impact analysis (BIA) which systematically assesses the potential impacts
of a loss of business functionality due to an interruption of computing and/or
infrastructure support services resulting from various events or incidents. The BIA
will identify the following elements:

1. Mission-critical information resources (i.e., specific system resources
required to perform critical functions), including:

A. Internal and external points of contact for personnel that provide or
receive data or support interconnected systems.

B. Supporting infrastructure such as electric power,
telecommunications connections, and environmental controls.

2. Disruption impacts and allowable outage times to include:

A. Effects of an outage over time to assess the maximum allowable
time that a resource may be unavailable before it prevents or
inhibits the performance of an essential function.

B. Effects of an outage across related resources and dependent systems
to assess the cascading effects on associated systems or processes.

3. Recovery priorities that consider geographic areas, accessibility, security,
environment, and cost. This may include a combination of:

A. Preventive controls and processes such as backup power, excess
capacity, environmental sensors, and alarms.

B. Recovery techniques and technologies such as backup
methodologies, alternate sites, software and hardware equipment
replacement, implementation roles and responsibilities.

ii.  Written disaster recovery plans that include the following:

1. Identification of a disaster recovery team who is responsible for developing,
implementing, and maintaining the recovery plan.

2. Identification and assessment of disaster risks. This will assist the team in
creating appropriate recovery strategies and resources required to recover
from disasters while meeting the requirements of the disaster recovery plan
(such as limiting disruption impacts and meeting recovery priorities).

A. This will include identifying items related to natural disasters, man-
made emergencies, and technology-related incidents.

3. Identification of critical applications, documents, and resources.

4. Identification of an alternate site or communications channel with the
equipment and communications necessary for meeting the disaster recovery
plan requirements (such as limiting disruption impacts and meeting recovery
priorities).

b. The Skagit PUD disaster recovery plan will be distributed to key personnel and a copy must
be stored offsite.
c. Disaster recovery plans must be reviewed and updated on an annual basis, and after
significant changes occur in the environment where information systems operate.
4. Training and Testing
a. Training and testing of disaster recovery plan procedures must be conducted on an annual
basis.

i.  Disaster recovery plan testing includes the use of checklists, walk-throughs or

tabletop exercises, and simulations (simulating partial or full interruptions).
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ii.  Disaster recovery plan testing should include a determination of the effects on
organizational operations, assets, and individuals as a result of taking actions to
follow the disaster recovery plan.

ili.  The lessons learned from testing exercises will be incorporated into revisions of the
disaster recovery plan.

iv.  Backups will be periodically tested to ensure that they are recoverable.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: CP-1, CP-2, CP-3, CP-4, CP-6, CP-7, CP-8, CP-9, CP-10
CIS Controls: 1, 2, 3, 4, 10, 11, 12
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Purpose

Skagit

PUBLIC UTILITY DISTRICT

Email Security
IT Standard #4007

Email is a crucial part of organizational communication, but because it could risk the network's security, it
poses a unique set of problems. This standard defines expectations for appropriate, safe, and efficient email use

and security.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this

standard.

Statement of Standard
1. Employee Email Security

a.

Employees must adhere to the IT Acceptable Use Standard when sending and receiving
emails from work accounts. Skagit PUD will manage the email system to encourage
employee productivity while working and lower the possibility of an email-related security
issue.

Emails from a Skagit PUD email account must be carefully addressed. Employees should be
aware that once email leaves Skagit PUD’s network, Skagit PUD no longer has any control
over it.

To prevent unintentional information disclosure, employees must exercise extreme caution
while entering addresses when email address auto-complete capabilities are activated, using
the reply-all function, or distribution lists.

Employees are strictly prohibited from deleting emails to cover up a breach of this standard or
another organizational policy or incident. Furthermore, emails that might be important to an
ongoing investigation or legal dispute should not be destroyed.

Employees must use OneDrive for sending files that contain sensitive information or large
attachments. Employees understand that Skagit PUD has limited authority over the contents
of inbound emails. Emails may contain material that the employee finds objectionable. Avoid
opening emails that appear suspicious and should alert their supervisors if they have any
concerns about a particular email or think it may contain illicit material.

Employees must use only their official Skagit PUD email address and not provide access to
their account to anyone else.

Controlling access to Skagit PUD’s email system is crucial for maintaining its security.
Employees shouldn't divulge their password and email ID to unapproved parties.

Employees are not to impersonate another employee. The IT Acceptable Use Standard must
be followed by the employee to avoid email accounts being used by unauthorized users.
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i. Itis forbidden to forge, alter or manipulate header data in email communications, including
but not limited to the source address, destination address, and timestamps.

j. Employees are not allowed to share or publish internal mailing lists with people who are not
employees. Trade secrets, copyrighted content, and private or confidential information should
not be sent across Skagit PUD systems unless they are digitally signed and encrypted.

2. Email Account Creation

a. The IT department will create email accounts for any employee who needs to send and
receive organization emails.

b. Skagit PUD will disable the employee's access to the account by changing the password,
deactivating the account, or another way when the employee leaves the organization, Skagit
PUD or has their email access officially terminated.

c. The organization may continue forwarding incoming emails from that account to another
employee or set up an auto-response to inform the sender that Skagit PUD no longer employs
the employee. Skagit PUD is not required to prevent the account from receiving emails.

3. Mail Servers
a. Spam Protection
1. Spam filters are implemented to reduce the likelihood that employees will click on
email links or download malware attachments to their local devices. Skagit PUD will
do the following to protect from threats:

A. Employ spam protection systems at system entry and exit points to detect
and take action on unsolicited messages.

B. Update spam protection systems when new releases are available per the
configuration change management standard.

C. Skagit PUD distinguishes between sending bulk emails and unsolicited
emails (spam). Mass emails are acceptable when necessary for both sales
and non-sales purposes (such as informing Skagit PUD's staff or clientele,
for example). It is completely forbidden to send spam.

b. Skagit PUD will filter email at a gateway and/or mail server to remove spam, viruses, or other
items that may be:

i.  against the spirit of this standard; or
ii. a possible risk to the IT security of the organization. Employees are also urged to be
aware of this policy and exercise caution while opening emails.

c. Many anti-malware and email programs can recognize and quarantine emails that they find
suspicious. The IT Manager may choose to employ this functionality or not. If unsolicited
email becomes a problem, Skagit PUD may try to reduce the number of emails the employees
receive.

d. Email storage may be made available on Skagit PUD’s servers or other hardware. The IT
department must determine the maximum email account storage size that is reasonable for
each employee. Storage restrictions may vary by employee or position.

e. Email should be stored and backed up to comply with relevant policies. Email should be
treated as operational data for backup and retention unless otherwise stated.

2. Email Security Network and Settings

a. No employees, personnel, or independent contractors using Skagit PUD facilities should
change the security settings in Skagit PUD’s email system. Individuals who alter the email
security settings without authorization are in violation of this standard.

b. Employees cannot upload details on the network or server configuration of any Skagit PUD
device to public newsgroups or mailing lists. This includes software version numbers, server
names, server types, and internal machine addresses.
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i. Information received via unencrypted email is never to be thought of as secure or
confidential.
c. Email retention information (mail messages and attachments) on Skagit PUD’s email system
will be backed up and retained for 90 days to allow for recovery.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:
NIST 800-53 Rev 5: SI-3, SI-8

CIS Controls : 8,9, 12

IT Standard #4007 30f3

100



Purpose

Skagit PUD will implement controls to ensure that only properly identified and authenticated users and devices

Skagit

PUBLIC UTILITY DISTRICT

Identification and Authentication
IT Standard #4008

are granted access to information resources in compliance with organizational security policies, standards, and

procedures.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this

standard.
Statement of Standard
1. General
a. Skagit PUD must have mechanisms in place to verify a person’s identity. This will include
the use of user IDs and passwords.
b. Users are prohibited from asking for another person’s user ID or password.
c. Ifany user is concerned that the security of their user ID or password has been compromised,
they must report it to the IT department.
d. Servers that are mission-critical and/or are used to access or store confidential information
must have passwords that conform to the standards identified in this standard.
e. User IDs and passwords are deactivated upon an employee’s termination.
f.  Skagit PUD will implement multi-factor authentication based on the risk analysis for the

department, applicable system, or applicable organization.

2. User Identifier (User IDs) Management

a.

b.

C.

User IDs must be unique to each user and should not be reused even after the user no longer
has access to information resources.
Sharing user IDs and passwords is prohibited.

i.  Exceptions may be made for shared workstations but should be limited to specific
business needs. These exceptions will be approved and documented by the IT
Manager.

User IDs are not permitted to be documented, written, or otherwise exposed in an insecure
manner.

d. User IDs will be disabled after 30 days of inactivity.
3. Password Management

a. Skagit PUD requires all users to create, change, and safeguard strong passwords.
b. Passwords should not be inserted into email messages or other forms of electronic
communication.
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Stored passwords must be encrypted.

Passwords must be hard to guess. Skagit PUD will provide guidance and training to ensure
users create strong passwords.

Users should not circumvent password entry with auto-login, application remembering,
embedded scripts, or hard-coded passwords in information systems. Users should always
select “no” when asked to have a password “remembered.” This does not apply to the use of
PUD-approved password managers.

Users who forget their password may contact the IT department. The helpdesk technician or
server administrator will provide the user with a temporary, one-time-use password that the
user must change on first use.

Skagit PUD will include the use of multi-factor authentication (where possible) and the use of
password managers in order to ensure users are creating unique, long, and random passwords
for each information system.

Users must not reuse work-related passwords for personal or other non-work-related purposes
(Skagit PUD will provide guidance and training since, technically, this isn't feasible to
enforce).

Where password managers aren't possible, the password policy will require the following:
long passwords, using passphrases as passwords, and users must change all passwords at least
once a year.

Devices that arrive with default passwords are required to have the password changed prior to
being deployed to the network.

4. Password Guidelines for Creating Strong Passwords:

a.

Passwords unless otherwise specified must contain:
i. A minimum of 16 characters.

ii. A mix of upper (A-Z) and lowercase (a-z) characters.

iii.  Atleast 1 special character (such as !@#$%"&*<>).
Passwords should contain more than one individual word that is found in any of the
following: dictionary, language, dialect, slang, jargon, etc.
It is acceptable to use passphrases that consist of three words (at a minimum); where non-
alphabetic characters are used between each word. The user should use identifiable or
meaningful words, so they can remember the passphrase without needing to write it down. A
passphrase example might be: "Summer2013#Beach_Party!".
Passwords should be changed every 180 days.
The use of common passwords (i.e., 123456, password, qwerty, etc.) is prohibited.

Enforcement and Exceptions
Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: IA-1, IA-2, IA-4, IA-5
CIS Controls: 4, 16
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Skagit

PUBLIC UTILITY DISTRICT

Media Protection
IT Standard #4009

Purpose

Skagit PUD ensures that sensitive information stored or transported on storage devices and removable media is

appropriately controlled and managed. Unless otherwise stated, media includes digital and non-digital media.

Scope
The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All

users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard
1. General

a. Skagit PUD will restrict access to media by implementing technical controls or a written

authorization process.
. In addition, Skagit PUD will restrict flash drives or external hard drives from being used.

c. As appropriate, Skagit PUD will label portable, digital media with the classification of the

information being stored or transported.
i.  Authorized personnel should refer to the Information Classification standard to

identify how each classification category should be handled, stored, and maintained.

d. Skagit PUD will maintain an inventory of devices. This inventory will include the following
information about each device:
1. When a device was onboarded;
1. The name of the device;

iii.  Where the device lives - and if it moves during its lifecycle, a thorough tracking of
its movement;
1v. Who is the owner of the device;
v.  Who is using the device (may be the same as the owner);
vi.  Contingency planning elements related to the device (e.g., confidentiality, integrity

and availability of data on the device, recovery point objectives and recovery time
objectives, backup procedures, etc.);
Vil. When the device is decommissioned;
viii.  How the device is sanitized prior to disposal.
e. All media (including the device it’s stored on) must be physically controlled by authorized
personnel and securely stored when physical control is not feasible.
1. Secure storage includes safeguards such as a locked drawer, desk, or cabinet, or a
controlled media library.
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ii.  The type of media storage should align with the classification of the information
residing on the media.
2. Media Transport
a. Media being transported must be protected at all times.
i.  Physical and technical safeguards for media should align with the classification of
the information stored on the media.
b. Only authorized personnel may transport media. All exceptions must be approved and
documented by the IT Manager.
c. The following activities must be documented as it relates to the transport of media:
i.  Media transport authorization;
ii.  The type of transport;
iii.  The security safeguards that are put in place;
iv.  Incidents that may have occurred during transport.
3. Media Sanitization
a. All media must be sanitized prior to the following events: Disposal, release from
organizational control, or release for reuse.
b. Media must be sanitized prior to being reused or released for disposal to prevent the
disclosure of information to unauthorized individuals.
c. Disposal must be in accordance with applicable record retention schedules and data
classification.
d. Information that will be tracked in relation to sanitization and disposal include the following:
1. Name of the device;

ii.  Type of information that was on the device;
1i1. Reason for decommission;
iv. Sanitization process (including a certificate of destruction if using a third party);

v.  Disposal process;
vi.  Date of disposal.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:
NIST 800-53 Rev 5: CM-8, MP-1, MP-2, MP-3, MP-4, MP-5, MP-6, MP-7

CIS Controls: 1,2, 5,8, 13, 14
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Purpose

Skagit PUD will have procedures to facilitate the implementation of the risk assessment policy and associated

PUBLIC UTILITY DISTRICT

Risk Assessment and Management
IT Standard #4010

risk management controls.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All

users, including employees, third-party providers, and contractors, are responsible for adhering to this

standard.

Statement of Standard

1. Risk Assessment

a.

c.

f.

Skagit PUD will conduct a risk assessment of the potential risks and vulnerabilities
against all information resources owned or operated by Skagit PUD.

Conduct risk assessments under the supervision of the IT Manager.

Risk assessments should be conducted on a annual basis and after significant changes to
the environment where information systems operate.

The assessment should review the effectiveness of existing security controls and
safeguards.

The risk assessment should include a review of the likelihood and impact that a
vulnerability could be exploited and its effect on information resources.

Based on the results of the assessment, create a prioritized corrective action plan to
mitigate risks.

2. Vulnerability Assessments

a.

b.

The IT team will ensure that all network systems, operating systems, and applications
undergo vulnerability assessments.
A vulnerability assessment should be conducted on a quarterly basis or after a significant
change occurs in the environment and at other times as needed by current threats.
The Network Systems Administrator is authorized to conduct network scanning of
devices attached to the network. Information gathered from these scans will be used for
network management, including:
i.  Notifying asset owners of vulnerabilities;

ii.  Determining incorrectly configured systems;

iii.  Mitigating vulnerabilities identified;

iv.  Other tasks as needed.
Owners of information resources found to be vulnerable in any way will be contacted
regarding identified risks. The resource owner is responsible for ensuring that any
identified risk is mitigated in a timely manner.
If known vulnerabilities are not resolved, access to any affected resource will be disabled
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from the network.
3. Cyber Threat Hunting
a. Skagit PUD will implement cyber threat hunting capabilities to proactively search
through network resources to detect and isolate advanced threats that have the potential to
evade existing security measures.
b. Cyber threat hunting will include capabilities to detect, track, and disrupt threats evading
existing controls.
4. Risk Management
a. Risks identified by the risk assessment process and/or discovered during vulnerability
assessments will be prioritized based on the potential impact to information resources.
b. Security measures/controls must be implemented to minimize risks and vulnerabilities to
an appropriate level within the risk tolerance defined at Skagit PUD.
i.  Document decisions leading to risks being mitigated instead of remediated, or
risks falling within an acceptable level of risk tolerance.
c. Implemented security measures/controls must be selected based on their effectiveness for
minimizing or eliminating risks.
d. Security measures will be implemented under the direction of the IT Manager.
e. Security measures should be reviewed and revised on a regular basis under the direction
of the IT Manager.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this
standard. Exceptions must be submitted in writing and must include a detailed business case supporting the
need for the exception. Any consideration of an exception will require a thorough review of the situation by the
IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:
NIST 800-53 Rev 5: RA-1, RA-3, RA-5, RA-7, RA-10

CIS Controls: 3, 5, 6, 8, 18, 20
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PUBLIC UTILITY DISTRICT

Security Awareness Training and Testing
IT Standard #4011

Purpose
This standard specifies Skagit PUD’s internal information security awareness and training program to inform
and assess all personnel regarding their information security obligations.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard
1. All awareness training must fulfill the requirements for the security awareness program as listed
below

a. The information security awareness program should ensure that all personnel achieve and
maintain a basic level of understanding of information security matters, at a minimum.
This includes, but is not limited to, general obligations under various information security
policies, standards, procedures, guidelines, laws, regulations, contractual terms, and
generally held standards of ethics and acceptable behavior.

b. Additional training is appropriate for personnel with specific obligations towards
information security that are not satisfied by basic security awareness. For example,
Information Risk and Security Management, Security Administration, Site Security, and
IT/Network Operations personnel. Such training requirements must be identified in
departmental/personal training plans and funded accordingly. The training requirements
will reflect relevant prior experience, training and/or professional qualifications, and
anticipated job requirements.

¢. Security awareness and training activities should commence as soon as possible after an
individual joins the organization, generally through attending information security
orientation as part of the onboarding process. The awareness activities will continue on a
monthly basis thereafter to maintain a reasonably consistent level of awareness.

d. Skagit PUD will provide staff with information on the location of the security awareness
training materials, along with security policies, standards, and guidance on a wide variety
of information security matters.

2. Skagit PUD requires that each employee upon hire and semi-annually thereafter successfully
complete cybersecurity training. Some personnel may be required to complete additional training
depending on their specific job requirements upon hire and at least annually. Staff will be given a
reasonable amount of time to complete each course to prevent disruption to business operations.

3. The IT department will conduct periodic simulated social engineering exercises including but not
limited to: phishing (email), vishing (voice), smishing (SMS), USB testing, and physical
assessments. The IT department will conduct these tests at random throughout the year with no set
schedule or frequency.

4. Skagit PUD will distribute incident or event-related security advisories to Skagit PUD personnel
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as appropriate.
5. Security awareness training records will be developed and retained for all personnel.

Enforcement and Exceptions
Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: IR-1, IR-2, IR-3, IR-4, IR-5, IR-6, IR-7, IR-8
CIS Controls: 6, 13, 18, 19, 20
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PUBLIC UTILITY DISTRICT

Security Incident Response
IT Standard #4012

Purpose

Skagit PUD will is define an security incident response standard to protect the integrity, availability, or
confidential information and minimize the disruption of services used to conduct the District's business. This
standard establishes the coordination of the District's response to computerized and electronic communication
systems incidents to enable quicker remediation, information gathering, and reporting of infrastructure-
affecting and data-compromising events.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard
1. General

a. This standard governs the District's general response, documentation, and reporting of
incidents affecting computerized and electronic communication information resources.

b. Examples of incidents include but are not limited to events such as theft, intrusion, misuse of
data, corruption of software, or other activities contrary to the District's Acceptable Use
Policy.

c. This standard does not include damage to personal or other outside computers unless those
computers contribute to the incident as defined below.

2. Definition

a. An IT security incident is defined as any activity that harms or represents a serious threat to
the whole or part of the District's computer, SCADA, telephone, and network-based resources
such that there is an absence of service, inhibition of functioning systems, including
unauthorized changes to hardware, firmware, software, or data, unauthorized exposure,
change or deletion of information, or a crime or natural disaster that destroys access to or
control of these resources.

3. Identification of Incidents

a. Any staff may refer an activity or concern to the IT department. The IT department itself can
also identify an incident through its proactive monitoring of the District's network and
information system activities.

b. Once identified, the IT department will use standard internal procedures to log and track
incidents and, working with others as appropriate, take steps to investigate, escalate,
remediate, refer to others or otherwise address as outlined in the remainder of this standard.

4. Establishment of an IT Security Response Team
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The IT department is responsible for Incident interdiction and remediation of computer and
electronic communication-based resources affected by these incidents.

The IT department will consult key members of the District and those in the affected areas to
establish and IT Security Incident Response Team appropriate to respond to a specific
Incident.

5. Risk Assessment Classification Matrix

a.

b.

The IT department will establish an internal risk assessment classification matrix to focus the
response to each incident and to establish the appropriate team participants to respond to.

The classification matrix will correspond to an "escalation" of contacts across the District and
will indicate who to involve and which procedure would be applicable for each class of
incident.

6. Documentation and Communication of Incidents

a.

b.

The IT department will ensure that Incidents are appropriately logged and archived. Incident
reporting will be provided by the IT Manager to the General Manager and Safety Manager.
Wherever possible, documentation of such incidents will cross-reference other events logged
in our ticketing and network monitoring systems.

The IT department or IT Security Incident Response Team representatives will be responsible
for communicating the Incident to appropriate District staff and maintaining contact, for the
purpose of update and instruction, for the duration of the incident.

7. Other Responsibilities

a.

The IT department will maintain standard subordinate procedures for the response and
investigation of each incident, as well as securing the custody of any evidence obtained in the
investigation. The application of these procedures will be governed by the risk assessment
classification matrix. The procedures will specify the location and method of custody for each
incident if custody of evidence is required.

District staff are required to report incidents to itsupport@skagitpud.org or to any member of
the IT department.

A response plan or remediation defined by this standard may be preempted as required or at
the District's discretion by the intervention of federal and state executive officials.

Wherever possible, the District will undertake to prevent incidents by monitoring and
scanning its own network for anomalies and developing clear protection procedures for the
configuration of its IT resources.

This policy and its procedures will be reviewed at least every two (2) years to adjust
processes, identify new risks and remediations.

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:

NIST 800-53 Rev 5: IR-1, IR-2, IR-3, IR-4, IR-5, IR-6, IR-7, IR-8
CIS Controls: 6, 13, 19, 20
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Skagit

PUBLIC UTILITY DISTRICT

System Integrity and Vulnerability Management
IT Standard #4013

Purpose

The purpose of this standard is to facilitate the implementation of system and information integrity controls.
This standard will also ensure and maintain the confidentiality, integrity, and availability of Skagit PUD
systems and the data transmitted, processed, received, and/or stored on Skagit PUD’s systems in compliance
with all security policies, standards, and procedures.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard
1. Flaw Remediation
a. Skagit PUD will:
i.  Ensure the IT department with the help of Qualys Vulnerability Management and
CrowdStrike Falcon Complete is used to identify, report, and correct system flaws.
ii.  Ensure the IT department will test software and firmware updates related to flaw
remediation for effectiveness and potential side effects before installation.

iii.  Install security-relevant software and firmware updates within a week of the release
of the update.

iv.  Incorporate flaw remediation into the configuration management standard.

v. Skagit PUD will review system components on a weekly basis to determine if system

components have applicable security-relevant software and firmware updates
installed using Qualys Vulnerability Management tool.
2. System Monitoring
a. Skagit PUD will continuously monitor the system to:

i.  Ensure attacks and indicators of potential attacks are detected.
1. Ensure detection of unauthorized local, network, and remote connections.
iii.  Identify unauthorized use of the system through endpoint and detection response.

iv.  Deploy internal monitoring capabilities or monitoring devices within the system to
collect network traffic logs of interest to Skagit PUD.

v.  Analyze detected events and anomalies, within an hour.

vi.  Adjust the level of system monitoring activity when there is a change in risk to
organizational operations and assets, individuals, or based on intelligence from
CISA, the FBI, and CrowdStrike.
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vil. A process will be implemented to ensure that the IT department is aware of and
responsible for system monitoring information.

viii.  The organization employs monitoring tools to support near real-time analysis of
events.

ix.  The information system monitors inbound and outbound communications traffic for
unusual or unauthorized activities or conditions.

X. System alerts will be sent to IT system administrators when indications of
compromise or potential compromise, such as alerts from an intrusion detection or
prevention system occur.

3. System-generated & Security Alerts, Advisories, and Directives
a. Skagit PUD will ensure that:

1. System alerts, advisories, and directives are generated from inputs from malicious
code protection systems, intrusion detection or prevention systems, or devices such
as firewalls, gateways, and routers and distributed to the IT department that will take
appropriate action when alerts occur.

ii.  Alerts are transmitted through email, or SMS as required.

iii. Security directives are reviewed within a week of publication and the IT department
will be responsible for implementing directives as they relate to Skagit PUD. If
Skagit PUD chooses not to implement the security direction, Skagit PUD will
document the reason, or degree of, noncompliance.

4. Software, Firmware, and Information Integrity
a. Skagit PUD will:

i.  Employ CrowdStrike and Claroty to detect unauthorized changes to software,
firmware, and information, such as operating systems, BIOS, and metadata.

1. Perform an integrity check of software, firmware, and information at startup, and/or
at security events, such as detected errors or malicious code detection. Integrity
checking should also be proactively performed weekly.

iii.  Incorporate the detection of unauthorized changes to the system into the incident
response plan or procedures.

5. Information Input Validation
a. Skagit PUD will:

i.  Ensure the system checks the validity of character set or acceptable values, and
verify inputs match Skagit PUD’s definitions for format and content.

ii.  Ensure the system has a manual override function for input validation of character set
or acceptable values, restricts the use of the manual override capability to only IT
system administrators and ensures audits are regularly conducted on the use of the
manual override function.

ii. Skagit PUD reviews and resolves input validation errors within a 72-hour period or
immediately.

iv.  Ensure the system behaves in a predictable and documented manner, this includes
rejecting invalid data that reflects system objectives when invalid inputs are received
to avoid adverse, unintended side effects.

v.  Address and review for timing interactions among system components in
determining rejecting invalid data for invalid inputs.

vi.  The organization restricts the use of information inputs to whitelisted sources and/or
information in an expected length or size or numeric range.

6. Error Handling
a. Skagit PUD will ensure the system:
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i.  Generates error messages that provide the necessary information for corrective
actions without revealing information that could be exploited.
ii.  Reveals error messages only to IT system administrators and/or application owners.
7. Information Management and Retention
a. Skagit PUD will:
i.  Manage and retain information within the system and information output from the
system in accordance with state/federal laws, policies, regulations, standards, etc.
8. Memory Protection
a. Skagit PUD will:
i.  Ensure the system implements data execution prevention to protect from
unauthorized code execution.

Enforcement and Exceptions
Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this

standard. Exception requests must be submitted in writing and must include a detailed business case supporting
the need for the exception. Any consideration of an exception will require a thorough review of the situation by
the IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:
NIST 800-53 Rev 5: SI-1, SI-2 (2), SI-3, SI-4 (2) (4) (5), SI-5, SI-7 (1) (7), SI-10, SI-11, SI-12, SI-16

CIS Controls: 3,4, 6,8, 11, 16, 18, 19, 20

IT Standard #4013 30f3
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Skagit

PUBLIC UTILITY DISTRICT

System Maintenance
IT Standard #4014

Purpose

Skagit PUD will use this standard to establish a process for maintaining organization-owned hardware and
software. Proper maintenance and support of these assets increases usability and lowers the total cost of
ownership to the organization. This policy is designed to support preventative and ongoing maintenance of
Skagit PUD’s computer and software assets.

Scope

The scope of this standard is applicable to all information resources owned or operated by Skagit PUD. All
users, including employees, third-party providers, and contractors, are responsible for adhering to this
standard.

Statement of Standard
1. Skagit PUD will review manufacturer and/or vendor specifications and align maintenance guidelines
with Skagit PUD requirements. Skagit PUD will implement procedures to schedule, document, and
review records of maintenance, repairs, and replacements of system components to meet these
objectives.
2. Maintenance personnel:

a. Skagit PUD will maintain a list of authorized maintenance partners and personnel who can
perform maintenance on all assets. The list of approved maintenance partners and personnel
will be reviewed by the IT Manager. These reviews will occur on a quarterly basis or at any
time deemed necessary, such as when the environment changes.

b. Maintenance partners requiring access to network closets, data centers and/or other areas of
the facility that contain sensitive information should be escorted by an authorized member of
the IT department, unless the IT Manager has authorized unescorted access.

3. Skagit PUD will maintain an appropriate supply of spare parts for network and server equipment.

a. Service-level agreements (SLAs) will be in place to assist with obtaining maintenance support
and equipment when maintenance cannot be completed by Skagit PUD authorized personnel.
SLAs should contain language to ensure support and/or spare parts are obtained within 48
hours of a system component failure.

4. The IT department will approve and monitor all maintenance activities, whether performed on site or
remotely.

5. Skagit PUD will check all systems and system components after all maintenance activity to ensure
that security controls are still functioning properly.

6. Skagit PUD will keep a system maintenance record to document all maintenance, repair, and
replacement activity. Maintenance records should include the following:

a. Asset number.

IT Standard #4014 1 of2
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Maintenance dates and times.

Equipment maintenance detail.

New parts added.

Manufacturer's recommendations for maintenance.

Amount of use.

Equipment environment conditions.

User experience and knowledge.

7. The IT Manager is responsible for approving, controlling, and monitoring the use of approved system
maintenance tools.

8. Approved system maintenance tools will be reviewed by IT system administrators. These reviews will
occur on a quarterly basis or at any time deemed necessary, such as when the environment changes.

9. Off-site maintenance:

a. The IT Manager must explicitly approve, in writing, the removal of a system or system
component for off-site maintenance, repair, or replacement.

i.  All systems and/or components will be sanitized prior to removing from Skagit PUD
facilities for off-site maintenance, repair, or replacement. Sanitization guidelines
from Skagit PUD’s Media Protection standard should be followed prior to releasing
the component for maintenance.

b. The IT Manager will approve and monitor all maintenance and diagnostic activities
performed off-site.

c. Skagit PUD allows the use of maintenance and diagnostic tools by off-site vendors only as
consistent with organizational policy and documented in the security plan for the system.

1. Skagit PUD will restrict or prohibit off-site maintenance to trusted maintenance
facilities as authorized by the IT Manager.

d. Skagit PUD requires that all remote and/or off-site maintenance and diagnostic sessions use
strong authentication measures.
e. Skagit PUD will maintain records of all remote and/or off-site maintenance and diagnostic
activities.
f. Skagit PUD will implement technical controls to terminate sessions and network connections
when remote and/or off-site maintenance is complete.

Frmoe ao o

Enforcement and Exceptions

Violations of this standard or failure to implement the procedures of this standard may result in disciplinary
action up to and including termination.

The General Manager or the IT Manager is authorized to grant exceptions to the requirements set forth in this
standard. Exceptions must be submitted in writing and must include a detailed business case supporting the
need for the exception. Any consideration of an exception will require a thorough review of the situation by the
IT Manager. An approved exception will require the implementation of appropriate compensating controls.

References:
NIST 800-53 Rev 5: MA-1, MA-2, MA-3, MA-4, MA-5, MA-6, MA-7

CIS Controls : 2, 5,6, 8,11, 14

IT Standard #4014 20f2
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Skaﬁ AGENDA ITEM #11.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: George Sidhu, P.E., General Manager
FROM: Mark Handzlik, P.E., Engineering Manager

SUBJECT: Task Order #1 Modification #6 to the Agreement Between the PUD and Driftmier
Architects - Action

Requested Action:
Authorize the General Manager to execute Modification #6 for Driftmier Architects.

Background:
Driftmier Architects has provided architectural services for the new administration building needs
analysis, property selection evaluation, design, and construction support.

Over the course of construction some refinements to the building design have required additional
services from the architect and his subcontractors. Significant changes included revisions to the backup
generator, changes to the electrical switch gear, interior walls and wiring, elevator shaft structural steel,
furniture configurations, and landscaping. Driftmier Architects and his team have been performing these
services to keep the project moving forward, but it is time to complete a formal modification to Task
Order #1 to allow outstanding invoices to be paid.

Recently the commission received a budget update showing an anticipated surplus of $297,875.71 at
project completion. This projection included the estimated $157,500.00 in this change order as well as
an additional $1,600,000 in uncommitted contingencies.

Fiscal Impact:
The $157,500.00 in funding for this modification will come from the 2024 Capital Budget line item
MX20-2, PUD Campus Design and Construction.

Enclosures: 1. Skagit CA Additional Services
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https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2602260/Pages_from_Skagit_CA_Additional_Services_For_Commission.pdf

TASK ORDER #1
MODIFICATION #6
EXHIBIT A—ARCHITECTURAL SCOPE OF WORK
TO THE AGREEMENT BETWEEN
PUBLIC UTILITY DISTRICT NO. 1 OF SKAGIT COUNTY
AND DRIFTMIER ARCHITECTS, PS

April 5, 2024

This scope of work is for architectural services related to extra services during Construction Administration
for the PUD’s new Administration Building.

The scope of work to be undertaken includes:

TASK | - CONSTRUCTION ADMINISTRATION

1.

Submittal Review:

Contractor submitted portions of submittals instead of waiting until full packages were ready. In
order to allow for the project to proceed quickly, we agreed to review these partial submittals.

Subconsultant Coordination

Coordinate with the following subconsultants related to Owner directed changes to the design: MEP,
structural, civil, commissioning, landscape, envelope, geotechnical, communications,
telecommunication, security.

Construction Testing

Contractor called for far more soil testing than was original anticipated for the Associated Earth
Sciences.

Cost Estimating
Provide cost estimating for continuation of facility improvements.
Owner Directed Changes:

A number of design revisions have been required for elective changes directed from the PUD. These
changes, including ones that ultimately did not move forward, included:

e Removing the main building generator and its related concrete pad and bollards, and replacing
them with landscaping and irrigation

e Switching the specified electrical switch gear and roof top generator
® Changes to the fiber and power designs and layouts

e Changes to interior walls, addition of interior windows and blocking
e Elective additional structural steel.

e Dishwashers and casework changes

®  Furniture changes

® Additional landscaping

Driftmier Architects, P.S.
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EXHIBIT B - TIME AND FEE ESTIMATE

Skagit PUD
Modification 6
Headquarters Construction Administration

Date: 04/05/24
By: LRD
Proj. No.: 21726

| Task | Description | | Staff |Staff Hours| Rate $/hr. | Fee |
|I |CONSTRUCTION ADMINISTRATION | Principal 300 $175 $52,500
Proj. Mgr 1 300 $130 $39,000
Designer 1 40 $100 $4,000
Subtotals 640 $95,500
| |[SUBTOTAL ARCH. LABOR | | | | $95,500]
| [REIMB. EXPENSE ESTIMATE | 3% | | | $2,821]
| |SUBCONSULTANTS | $53,799 | Plus 10% Markup $5,380] $59,179]
Structural (AUE) $3,000
Mechanical, Electrical, Plumbing (Rensch) $30,000
Landscaping (Vander Vanter Group) $2,520
Cost Estimating (Woolsey Allowance) $1,000
Geotech (AESI) $17,279
| |GRAND TOTAL DESIGN FEES | $157,500

Grand Total Design Fees.

NOTE: All hours and expenses are estimated, and may be increased or decreased within the total budget limit at the discretion of
Driftmier's project manager. The Driftmier project manager may transfer budget from estimated expenses to labor and vice versa, as the
project manager may determine as appropriate. Work will be billed on a time and expense basis, subject to the limit of the not-to-exceed
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Skaﬁ AGENDA ITEM #12.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: Board of Commissioners
FROM: George Sidhu, P.E., General Manager

SUBJECT: Request for Additional Water Treatment Plant (WTP) Operator Position - Action

Requested Action:
Amend the 2024 Budget and add a new full-time position of Water Treatment Plant operator.

Background:

Prior to 2018, the WTP had eight full-time staff to operate the plant and perform maintenance, which
consisted of seven operators and one foreman to act in a supervisory role. Currently, we still have eight
full time staff, but now two of them are in supervisory positions because a maintenance foreman was
added to lead the many capital and maintenance projects that we have completed in recent years. This
has reduced our number of operators to six. The two foreman positions are only able to operate the plant
when there are no other staff available to cover the shift. As a result of having only six operators
providing coverage, we have seen an increase in personal leave accumulation, difficulty in staff being
able to take their PL, and costly overtime for covering for staff when they are on PL.

Personal Leave Accumulation

Due to shift rotations and special scheduling rules for WTP Operators, operators build up PL banks
quickly compared with non-shift workers. Here are the recent totals for staff on the books for PL:

Total PL No. of Staff with
Year Balance Avg PL Maximum PL
2020 3,418 427 2
2021 3,993 499 2
2022 4,552 569 5
2023 5,046 631 3, with another 3

close to maximum

As you can see, staff has over 5,000 hours accumulated. Many of those will need coverage when used,
which will create additional overtime hours, unless they are saved until retirement. Another
consideration is that as operators max out their banks, they will inevitably use more time off so as not to
lose it. A few operators are tenured staff and accumulate PL quickly.
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Overtime Hours Paid (indicates extra shifts worked):

Year OT Hours OT Cost
2016 416 $22,120
2017 964 $53,730
2018 734 $40,361
2019 753 $43,336
2020 730 $43,547
2021 824 $54,859
2022 792 $57,171
2023 879 $67,970

The number of overtime hours paid to staff is primarily to cover shifts because of personal leave use,
injuries/short-term disability, and not being fully staffed. The number of overtime hours has been
consistently rising, and the cost to the PUD has also been rising steadily. Unless an additional operator
is hired, the cost of overtime will continue to increase.

Other Considerations
The following statements were provided by Human Resources while investigating our staffing issues:

e The fact that we have so many shifts that need to be covered, and not enough staff to have it done
without incurring OT, is to me a strong indication that we need one more person who can cover
shifts as a relief operator at least, even if their normal schedule is to work a set schedule during
the week.

e The amount of OT is not reducing, and the number of staff with fully accumulated PL banks
keeps going up.

A new water treatment plant operator position would have a primary focus on operating the plant and
providing additional shift coverage, with a secondary focus on maintenance projects working under the
maintenance foreman. We should target hiring a WTPO Level 2 with a goal of becoming certified as a
WTPO3 as soon as feasible.

Using 2024 figures, a new operator would cost approximately $128,000 in salary and benefits. Adding
an additional operator would immediately lessen the impacts of our overtime expenses and allow staff
to utilize the personal leave that they are accumulating. However, an additional operator will not
eliminate overtime completely, as there are always extenuating circumstances for needing overtime.

A second benefit to adding an operator is to allow for the training of new staff in preparation for the
inevitable retirement of existing operators in the next 4-6 years. Operators are difficult to hire, and if we
can identify lower certified operators that we can grow internally, it will allow the water treatment plant
to be more sustainable by having people step up and fill roles when operators are considering
retirement.

A third benefit is that an additional operator will allow others to take their PL and lower the
accumulations that we have seen in recent years. Having nearly all of our operators near their maximum
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accrual is a risk to the PUD because if multiple operators take their PL at the same time, there aren’t
enough staff to cover shifts.

An additional way in which we plan to reduce overtime and improve shift coverage is through
bargaining for a new Collective Bargaining Agreement this year to change the operating schedule at the
water treatment plant. Increasing our staffing level to include seven operators will provide more
flexibility in scheduling, which will hopefully also reduce some overtime expenses.

Fiscal Impact:

A new water treatment plant operator position will add approximately $128,000 to the annual budget
(2024 dollars). However, this position will help to reduce overtime costs that are needed to fill empty
slots in the work schedule. There are other benefits to the position that are not primarily financial, such
as working to reduce the PL accumulations of our existing staff, growing operators internally to fill
senior positions when retirements happen and completing projects and tasks that the other operators
don't currently have time for.

Enclosures:
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Skaﬁ AGENDA ITEM #13.

PUBLIC UTILITY DISTRICT

1415 Freeway Drive | Mount Vernon, Washington 98273 | (360) 424-7104 | SkagitPUD.org

May 14, 2024 MEMORANDUM
TO: George Sidhu, P.E., General Manager
FROM: Kathy White, Human Resources Manager

SUBJECT: Revisions to AP&P #2047 Fitness for Duty, and #2048 District Pandemic Response

Requested Action:
No action is required, documents are being provided for information.

Background:

As part of the continuity of operations policy and associated practices and procedures we developed in
response to the COVID-19 epidemic in 2020, we implemented AP&P #2047 Fitness for Duty, and
#2048 District Pandemic Response.

Although both AP&Ps are still necessary and valid, a few revisions were necessary to reflect changes
since then, as follows:

AP&P #2047
e Revised to adhere to PUD’s style guide, including replacing the word “District” with “PUD.”
e Revisions to contagious disease language to be more in line with current CDC guidelines.

AP&P #2048
e Revised to adhere to PUD’s style guide (see above).
e Language was revised to be more general, as opposed to being specific to COVID-19.
e Addendums to AP&P were deleted because they are no longer required, including:

A. COVID-19 Transmission Prevention Plan
B. COVID-19 Scenario Guide for Supervisors
C. Employee COVID-19 Self-Screening Form

Fiscal Impact:
None.

Enclosures: 1. APP #2047 Fitness for Duty Clean
2. APP #2047 Fitness for Duty
3. APP #2048 District Pandemic Response Clean
4. APP #2048 District Pandemic Response
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https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2598751/APP__2047_Fitness_for_Duty-KW_rev_05.03.24_Clean_Copy.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2598752/APP__2047_Fitness_for_Duty-KW_rev_05.03.24.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2598753/APP__2048_District_Pandemic_Response__KW_rev_05.03.24__Clean_Copy.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/2598754/APP__2048_District_Pandemic_Response__KW_rev_05.03.24_.pdf

PUBLIC UTILITY DISTRICT

Fitness for Duty
Administrative Practice & Procedure #2047

Purpose
To encourage all employees to work as safely and effectively as possible, which means reporting for

work able to perform work duties without endangering their own safety and health or the safety and
health of those around them. It is Skagit PUD’s goal to operate effectively, provide essential services to
the public, and ensure that employees are safe within the workplace as effectively as possible.

PUD Position

The PUD is committed to the safety and health of all employees, and to complying with all current
federal, state, and local guidelines for workplace health and safety. We ask all employees to cooperate
to reduce the transmission of infectious diseases in the workplace and comply with all current PUD
policies and practices for disease control and prevention.

As outlined in PUD Policy #1028 Code of Conduct, employees are expected to “report fit and safe for
duty.” The best way to do this is by not reporting to work if you are ill, are experiencing symptoms that
indicate you may have a contagious illness or disease (as outlined below) or have an injury that may
render you unable to work effectively or safely.

Many times, with the best of intentions, employees report to work even though they feel ill, have an
injury, or should seek medical care. The PUD provides paid sick time, Personal Leave, Short-Term
Disability, and other types of leave benefits to compensate employees who cannot work due to illness or
injury. The best way to protect yourself, your co-workers and our customers is to stay home and/or seek
medical treatment and a diagnosis if you are unwell or injured.

Employee Responsibilities - Employees are expected to:
e Not report for work and seek medical advice if they experience symptoms that may indicate an
infectious, contagious, or reportable disease. Generally, these include (as defined by the CDC):

v Fever

v" Persistent cough

v" Runny or stuffy nose (except for seasonal allergies)

v' Difficulty breathing

v" Muscle or body aches

v" Decreased consciousness or confusion of recent onset

v’ Persistent vomiting and/or diarrhea

v Headache with stiff neck

v' Combined secondary symptoms (sore throat, headache, chills, skin rash, fatigue, new

unexplained bruising or bleeding without injury, or similar)

v Appearing obviously unwell

v Symptoms or other indications of communicable disease, as may be announced by the CDC
AP&P #2047 1 of 3
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PLEASE NOTE: The PUD does not expect employees to stay home for every small ache or ailment.
However, employees are expected to act responsibly when their symptoms indicate they should not be
at work due to potentially infecting others with a contagious illness.

Not report for work and seek medical advice if they have experienced an injury or physical
ailment which may be exacerbated by reporting to work. This can include any number of things,
such as a back injury, a sprain, or another type of injury that requires treatment or rest.

Communicate with their manager or supervisor about their absence appropriately per PUD
policies regarding attendance.

Exercise proper disease prevention techniques, including frequent hand washing or hand sanitizer
when hand washing facilities are not available.

Keep their work areas and equipment cleaned and sanitized, including objects they handle before
others use them.

Follow all other guidelines established by the PUD for specific high-risk events, such as
pandemics, seasonal influenza, or other as appropriate.

Supervisor Responsibilities - Supervisors are expected to:

Send an employee home and advise them to seek medical advice if the employee reports or is
exhibiting symptoms indicating they may be contagious (see above). Safety and/or HR may
always be contacted with questions. If an employee seems to be contagious, it is better to err on
the side of caution to protect all employees in the work environment.

Advise the employee to seek medical advice and do not send them out in the field or to a job site
if they have symptoms indicating they may have an injury that could be made worse by their
normal duties. Safety and/or HR may be contacted if with questions.

Communicate with the Safety Department if a workplace safety issue arises, such as an employee
reporting they have a communicable illness after being in contact with others in the work
environment or a similar situation.

Communicate with HR if a concern arises about working conditions not specific to a safety issue,
such as an employee who complains about being sent home, or other employees in the department
expressing frustration with an employee who comes to work sick. Resolution may be needed
over and above what the supervisor can provide.

Report any workplace hazards or serious concerns as appropriate to either the Safety Department
or upper management for assistance in getting resolution.

PUD Responsibilities - The PUD will:

Provide information and education on workplace hazards and what the PUD is doing to mitigate
those hazards.

Establish effective procedures for sick workers, which includes policies and guidelines for all
employees in the work environment to foster a safe and healthy workplace, flexibility as
appropriate for employees to use their benefits and leave options, and an avenue for employees
to report concerns, ask questions, and get information as needed.

AP&P #2047 20f3
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e Provide guidance and information about benefit programs, leave options available, forms and
assistance completing them as necessary, and other guidance to assist employees with benefit
questions and concerns.

e Promptly address any adverse actions taken against employees, such as workplace
discrimination, particularly when an employee exercises their safety and health rights such as
raising safety and health concerns to their employer.

e Treat any medical information obtained as part of employment as a confidential medical record.
Any disclosure of medical information will be in very limited circumstances and only if required
by law, first aid or safety personnel, and on a more limited basis to managers/supervisors to
determine things like light-duty assignments.

Former Title/AP&P #: | Fitness for Duty
Effective Date: 01/26/2021
Revision Date: 05/14/2024

General Manager Signature: Date:

AP&P #2047 3of3
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PUBLIC UTILITY DISTRICT

Fitness for Duty
Administrative Practice & Procedure #2047

Purpose
To encourage all employees to work as safely and effectively as possible, which means reporting for

work able to perform work duties without endangering their own safety and health or the safety and
health of those around them. It is Skagit PUD’s goal to operate effectively, provide essential services to
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PLEASE NOTE: The PUD does not expect employees to stay home for every small ache or ailment.
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e Provide guidance and information about benefit programs, leave options available, forms and
assistance completing them as necessary, and other guidance to assist employees with benefit
questions and concerns.

e Promptly address any adverse actions taken against employees, such as workplace
discrimination, particularly when an employee exercises their safety and health rights such as
raising safety and health concerns to their employer.

e Treat any medical information obtained as part of employment as a confidential medical record.
Any disclosure of medical information will be in very limited circumstances and only if required
by law, first aid or safety personnel, and on a more limited basis to managers/supervisors to
determine things like light-duty assignments.

Former Title/AP&P #: | Fitness for Duty,
Effective Date: 01/26/2021
Revision Date: 05/14/2024

General Manager Signature: Date:

AP&P #2047 30of3
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PUBLIC UTILITY DISTRICT

PUD Pandemic Response
Administrative Practice & Procedure #2048

Purpose
To take proactive steps to protect employees and the workplace in the event of a contagious disease

outbreak. It is the PUD’s goal to operate effectively, provide essential services to the public, and
ensure as effectively that employees are safe within the workplace as effectively as possible.

Definitions

Pandemic — Worldwide or widespread outbreak of an infectious disease. A pandemic may come and
go in waves, each of which can last for months at a time. Everyday life could be disrupted due to
people in the same community or of the same employer becoming ill at the same time. These
disruptions could interrupt or compromise the provision of essential services.

Social Distancing — Actions taken by the authorities or individuals to limit person-to-person contact
during a pandemic. These measures may include encouraging or requiring some employees to work
remotely or “telecommute,” providing alternative means of conducting business, and closing schools
or public gathering places such as theaters, restaurants, and other public places.

Quarantine — Isolating and restricting the movement of a person who may have been exposed to an
infectious disease, who may or may not have symptoms, from those who have not been exposed to
prevent the possible spread of a disease.

Although this AP&P was written in response to the COVID-19 pandemic, the purpose is to address
any large-scale contagious disease event that may adversely affect the PUD’s ability to provide
essential services to the community and our customers.

PUD Position

The PUD will support community goals for pandemic management, which include limiting exposure
and resulting illness and loss during a pandemic. Our goal is to support these community-wide
measures while continuing to provide our essential services to our customers. In addition, we aim to
support PUD employees and as always, to take steps to ensure their safety and health to the best of our
ability.

Any necessary operational and safety measures that are deemed necessary by PUD management will
be utilized, including measures as outlined in PUD Policy #1032 Ensuring Continuity of Operations.
Some examples may include, but are not limited to:

e Telecommuting: Remote work options may be updated to encourage social distancing.
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e Closure of Public Areas: As deemed necessary to protect the safety and health of employees
and the public, PUD facilities or public meeting areas may be closed to limit interaction and
disease spread.

e Protective Supplies: The PUD will provide protective supplies such as personal protective
equipment (PPE), face coverings, and other items as deemed necessary for employees to safely
conduct PUD business and limit the spread of disease. The PUD may require their use as it
deems necessary, and in accordance with health authorities’ recommendations.

e Health Notices: The PUD may post public health reminders in PUD facilities and public areas
for hand washing and other safety precautions and may require that employees follow proper
and necessary safety precautions for workplace hygiene to limit the spread of disease.

e Training: The PUD may provide required training to employees regarding the nature of
pandemics or other hazards as deemed appropriate.

e Quarantine Requirements: To comply with local, state and federal health recommendations, the
PUD may require that employees meet specific criteria for being symptom-free, or that they
refrain from being at work for specific time periods in accordance with current protocols from a
responsible public health agency.

e Operational Changes: To encourage social distancing, the PUD may implement additional
operational changes such as limiting the number of people in a work area, vehicles, meeting
rooms, lunchrooms and break areas, and public areas, and/or make changes to offices and work
areas as it deems necessary. These changes may be temporary or permanent.

e Travel Limitations: The PUD may impose business-related travel restrictions or limit in-person
training during a pandemic to limit the spread of disease.

e Meetings: The PUD may limit or stop in-person meetings and instead require that they be
conducted remotely.

e Other precautionary actions as the PUD determines necessary to stop the spread of disease.

Former Title/AP&P #: | District Pandemic Response
Board Approval Date: 01/26/2021

Effective Date: 01/26/2021

Revision Date: 05/14/2024

General Manager Signature: Date:
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PUBLIC UTILITY DISTRICT

PUD Pandemic Response
Administrative Practice & Procedure #2048

Purpose
To take proactive steps to protect employees and the workplace in the event of a contagious disease

outbreak. It is the PUD’s goal to operate effectively, provide essential services to the public, and
ensure as effectively that employees are safe within the workplace as effectively as possible.

Definitions

Pandemic — Worldwide or widespread outbreak of an infectious disease. A pandemic may come and
go in waves, each of which can last for months at a time. Everyday life could be disrupted due to
people in the same community or of the same employer becoming ill at the same time. These
disruptions could interrupt or compromise the provision of essential services.

Social Distancing — Actions taken by the authorities or individuals to limit person-to-person contact
during a pandemic. These measures may include encouraging or requiring some employees to work
remotely or “telecommute,” providing alternative means of conducting business, and closing schools
or public gathering places such as theaters, restaurants, and other public places.

Quarantine — Jsolating and restricting the movement of a person who may have been exposed to an
infectious disease, who may or may not have symptoms, from those who have not been exposed to

prevent the possible spread of a disease.

Although this AP&P was written in response to the COVID-19 pandemic, the purpose is to address

any Jarge-scale contagious disease event that may adversely affect the PUD’s ability to provide

essential services to the community and our customers.

PUD Position

The PUD will support community goals for pandemic management, which include limiting exposure
and resulting illness and loss during a pandemic. Our goal is to support these community-wide
measures while continuing to provide our essential services to our customers. In addition, we aim to
support PUD employees and as always, to take steps to ensure their safety and health to the best of our
ability.

Any necessary operational and safety measures that are deemed necessary by PUD management will
be utilized, including measures as outlined in PUD Policy #1032 Ensuring Continuity of Operations.
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e Closure of Public Areas: As deemed necessary to protect the safety and health of employees

and the public, PUD facilities or public meeting areas may be closed to limit interaction and ( Deleted: District
disease spread,, ( Deleted: ;
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Beginning Reserves

Revenues

Residential & Multi-family
Comm. Gov't & Agriculture
Water Sales

Other Water Sales
Total Operating Revenues

Non-operating Revenue
Work & Service Orders
System Development Fees
Total Revenues

Operating Expenses
Salary/Wages/Benefits

WTP - Water, Power, Chem.

Repairs & Maint, and Fleet
Tech./SCADA/Support
Professional Services
Goods & Services

Utility & Other Taxes
Construction in Progress
Total Operating Expenses

Capital Expenses
Labor

Other Expenses (Equip, Inv, G&S)

Capital Expenses

Debt (Principal & Interest)

Total Capital & Debt Service

Total Expenses

Revenue Fund

System Development Fees
Bond & Debt Reserve
Ending Estimated Reserves

PUBLIC UTILITY DISTRICT NO. 1 OF SKAGIT COUNTY

MARCH 2024

Current YTD YTD

Month 2023 2024
S 40,569,736 $ 38,555,871
S 1,837,522 S 5,067,153 S 5,488,592
S 591,259 1,754,516 1,973,412
S 2,459,683 S 6,904,135 $ 7,555,518
S 40,967 119,898 136,422
S 2,519,876 S 7,024,033 S 7,691,940
S 376,958 422,115 (a) 575,920
S 64,685 58,773 (b) 129,899
194,185 144,367 (c) 270,765
S 3,136,478 S 7,649,289 S 8,668,523
S 1,340,272 2,307,701 (d) 2,955,849
S 119,570 297,742 (e) 269,052
S 104,229 299,194 (f) 285,017
S 302,659 256,145 (f) 343,934
S 29,418 61,987 54,400
S 253,418 518,095 453,859
S 269,580 363,047 398,778
(163,219) (146,807) (g) (196,107)
S 2,733,145 S 3,957,103 S 4,564,782
S 61,588 277,446 191,765
2,848,218 1,040,138 4,174,821
S 2,909,806 S 1,317,584 S 4,366,586
394,444 959,250 1,183,333
S 3,304,250 S 2,276,834 S 5,549,919
$ 5,560,178 S 6,233,937 $10,114,702

S 34,757,049 $ 29,555,684
4,594,804 5,994,096
2,112,827 2,863,835

$ 41,464,680 $ 38,413,615

(a) Increase Interest on Investments

(b) Increase in Work for others

(c) Increase in Development

(d) Extra pay period in first quarter 2024
(e) Decrease in electricity for pumping

(f) Timing of Projects, Repairs & Purchases
(g) Increase in Capital Construction

Percent
Change
-5%

8%
12%
9%

14%
10%

36%
121%
88%
13%

28%
-10%
-5%
34%
-12%
-12%
10%
34%
15%

-31%
301%
231%

23%
144%

62%

-15%
30%
36%
-7%

Budget
2024

$ 5,259,674
1,743,666

$ 7,077,202

131,194
7,208,396

255,248
130,001
225,000

$ 7,818,645

3,112,270
397,628
417,318
188,757
192,532
577,621
383,327

(357,502)

$ 4,911,951

391,932
7,026,318

$ 7,418,250

1,183,333

$ 8,601,583

$13,513,534

Budget to
Actual %

104%
113%
107%

104%
107%

226%
100%
120%
111%

95%
68%
68%
182%
28%
79%
104%
55%
93%

49%
59%
59%

100%
65%

75%
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May 01 Elevation:
May 08 Elevation:

Change in Elevation:

453.98 (ft)

2.15

456.13 (ft)

(+25.8 Inches)

2024 Judy Reservoir Inflows & Elevation Spillway Elevation: 465.10
Stream Inflow YTD: 630.59 MG
Skagit River YTD: 451.00 MG
35 MGD
30 MGD
Fep W
20 MGD
15 MGD
10 MGD
5 MGD l
0 MGD ‘
J M A J A (0} D
[ Streams C—/SRD e )(024 Reservoir Level = \/ax/Spill Reservoir Level
Pumping

470 ft

460 ft

450 ft

440 ft

430 ft

420 ft

410 ft

400 ft
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470.00

465.00

460.00

455.00

450.00

445.00

440.00

5-YEAR
JUDY RESERVOIR ELEVATIONS

faa) o o > — o =
<Zt I-I-' < o < % - g L Q 8 o
5 year Range [C—32019-2023 Min = emm==2023 emm2024
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